Office 365 Skype for Business/Teams:
Prerequisites and Configuration

This document explains the required steps to configure the Office 365 Skype for Business/Teams Assessment included with your
Microsoft Azure Log Analytics Workspace and Microsoft Unified Support Solution Pack.

There are two scenarios available to configure the assessment. Determine which scenario fits best for your organization.

1. OMS Gateway and data collection machine
2. Data collection machine only

OMS Gateway and data collection machine

This scenario is the most secure and recommended option to help protect privileged account credentials which are used on the
scheduled task configured on the data collection machine. This scenario requires two computers. One will be designated as the
data collection machine, and the second machine will be the OMS Gateway. In this scenario, the data collection machine has no
Internet connection and connects to the OMS Gateway to upload the data to log analytics. The OMS Gateway and the data
collection machine must have Internet access. For information about the OMS Gateway, go to
https://go.microsoft.com/fwlink/?linkid=830157.

The following path shows the relationship between your Windows computers and log analytics after you have installed and
configured the OMS Gateway and data collection machine.

Data collection machine = Collects data from the Office 365 Tenant - Forwards collected data to the OMS Gateway - Submits
data to the log analytics workspace

Data collection machine only
This scenario can be used when the data collection machine can contact log analytics directly. It requires one computer that will
be designated as the data collection machine which requires internet access to upload data to log analytics.

The following path shows the relationship between your Windows computers and log analytics after you have installed and
configured the data collection machine:

Data collection machine - Collects data from the Office 365 Tenant 2 Submits data to the log analytics workspace.

Detailed information on these configurations and requirements are found later in this document.

This document was last updated on Oct 6, 2020. To ensure you have the latest version of this document, check here:


https://go.microsoft.com/fwlink/?linkid=830157
https://docs.microsoft.com/en-us/services-hub/health/assessment_prereq_docs/prereqssfboassessment.pdf
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System Requirements and Configuration at Glance

According to the scenario you want to use, review the following details to ensure that you meet the necessary
requirements.

Supported Versions
e Office 365 tenant (AzureCloud, AzureChinaCloud, AzureGermanCloud, AzureUSGovernment) supported

Common to Both Scenarios

e You will need a log analytics workspace.
e User account rights:
o Global Admin (Non-federated) to create Azure AD Application Manager.
o Global Reader (Non-federated) and SharePoint Online Admin (Non-federated) without MFA.
Note: If you already have MFA enabled, we do not recommend disabling MFA for security reasons. This
assessment requires the use of an account that is not enabled for MFA for the duration of the
subscription. This document will be updated once MFA is supported.
o Local Administrator account to create scheduled tasks.

Data Collection Machine
e Microsoft Monitoring Agent requires computers running any of the below OS:
o Client: Windows 10 (64 Bit)
o Server: Windows Server 2016 (64 Bit)
e The data collection machine can be a standalone or a domain joined machine.
e Data collection machine hardware: Minimum 8 gigabytes (GB) of RAM, 2 gigahertz (GHz dual-core processor,
minimum 10 GB of free disk space.
e Install Microsoft .NET Framework 4.8 or newer.
o Download from: https://dotnet.microsoft.com/download/dotnet-framework/net48
e The CLR version on the data collection machine should be using .NET 4.0 or greater. This can be verified by
running $PSVersionTable.CLRVersion in the PowerShell prompt
e Enable Basic Authentication on Windows Remote Management client
o Open a Command Prompt session with Administrator privileges
o On Start Menu type: cmd
o Right Click on the Icon and choose Run as Administrator
o  Run the following command to enable Basic Authentication:
winrm set winrm/config/client/auth @{Basic="true"}
o To validate Windows Remote PowerShell settings, run the following command:
winrm get winrm/config/client
e Install MSOnline PowerShell module
o Open a PowerShell session with Administrator privileges
o On Start Menu type: PowerShell
o Right Click on the Icon and choose Run as Administrator
o On the shell type the following command: Install-Module MSOnline -Verbose -AllowClobber -Force once
downloaded you can than import modules with the Import-Module MSOnline
e Install PnP (Patterns and Practices) PowerShell module
o Open a PowerShell session with Administrator privileges
o On Start Menu type: PowerShell
o Right Click on the Icon and choose Run as Administrator



https://dotnet.microsoft.com/download/dotnet-framework/net48

o On the shell type the following command: Install-Module SharePointPnPPowerShellOnline -Verbose -
AllowClobber -Force once downloaded you can than import modules with the Import-Module
SharePointPnPPowerShellOnline

Install VC++ Redistributable 2017

o The following updates are the latest supported Visual C++ redistributable packages for Visual Studio 2017:

o x86: vc redist.x86.exe

o x64:vc redist.x64.exe

Install Skype for Business Network Assessment Tool

o Download: https://www.microsoft.com/en-us/download/details.aspx?id=53885

o Note: Please use the default location during installation.

o PC must meet the requirements for Skype for Business Online systems described here:
https://products.office.com/en-US/office-system-requirements#subscription-plans-section
o For Windows Server edition, ensure the Desktop Experience feature is enabled.
o For Windows N or KN versions, ensure the Media Feature pack is installed: https://www.microsoft.com/en-
us/download/details.aspx?id=49919
Create Firewall rule to allow Skype for Business Network Assessment Tool
o Open Command Prompt with Administrator privileges
o On Start Menu type: CMD
o Right lick on the Icon and choose Run as Administrator
o On the command prompt type, the following command:
= netsh advfirewall firewall add rule name="Skype for Business Network Assessment Tool" dir=in
action=allow protocol=UDP program="C:\Program Files (x86)\Microsoft Skype for Business Network
Assessment Tool\NetworkAssessmentTool.exe" enable=yes
» netsh advfirewall firewall add rule name="Skype for Business Network Assessment Tool" dir=in
action=allow protocol=TCP program="C:\Program Files (x86)\Microsoft Skype for Business Network
Assessment Tool\NetworkAssessmentTool.exe" enable=yes
Install Skype for Business Online, Windows PowerShell module
o Download from: https://www.microsoft.com/en-us/download/details.aspx?id=39366
o Note: Remote management of Skype for Business Online by using Microsoft PowerShell is supported only on
64-bit computers.
Install Microsoft Teams, Windows PowerShell Module
o On Start Menu type: PowerShell
o Right Click on the Icon and choose Run as Administrator
o On the shell type the following command: Install-Module MicrosoftTeams -Verbose -AllowClobber -Force
once downloaded you can than import modules with the Import-Module MicrosoftTeams
o Note: Please ensure that you are using the latest Microsoft Teams Windows PowerShell Module if you have
previously installed the module by running Update-Module MicrosoftTeams
The data collection machine must be able to connect to the Internet using HTTPS to submit the collected data to
your log analytics workspace. This connection can be direct, via a proxy.
For the Microsoft Monitoring Agent to connect to and register with the log analytics service, it must have access
to the Internet. If you use a proxy server for communication between the agent and the log analytics service, you
will need to ensure that the appropriate resources are accessible. If you use a firewall to restrict access to the
Internet, you need to configure your firewall to permit access to log analytics. To ensure data can be submitted
follow the steps in Configure Proxy and Firewall Settings in Log Analytics at https://azure.microsoft.com/en-
in/documentation/articles/log-analytics-proxy-firewall/.
After installing all the pre-requisites, please restart the data collection machine once. 3
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OMS Gateway (required in the OMS Gateway and data collection machine scenario)

e The OMS Gateway can be a standalone or a member server. It requires Windows Server 2012 R2 or later.

e The OMS Gateway must be able to connect to the Internet using HTTPS to submit the collected data to your log
analytics workspace. This connection can be direct, via a proxy.

e OMS Gateway hardware: Minimum 4 GB of RAM and 2 GHz processor.

e OMS Gateway user account rights: None required.

Click the link to download the “Setup Assessment” documentation to install the OMS Gateway and Microsoft

Monitoring Agent.
https://go.microsoft.com/fwlink/?linkid=860142

After you have finished the installation of the Microsoft Monitoring Agent/OMS Gateway, continue with the next section

to set up the assessment.

Setting up the Office 365 Skype for Business/Teams Assessment

Follow the steps below to setup the Office 365 Skype for Business/Teams Assessment.

On the designated data collection machine, complete the following:
1. Note the following information

@)

@)
@)
@)

Credentials for Office 365 Tenant

Environment (AzureCloud, AzureChinaCloud, AzureGermanCloud, or AzureUSGovernment)

Assessment working directory

Ensure that when setting up the assessment, the account that will be used to run the scheduled task is the
account that is used to log into Windows to setup the assessment. this ensures the account has correct
access to the credentials in Windows Credential Manager.

2. Open the Windows PowerShell command prompt as an Administrator

Tasks

IE Run as Administrator I

4% Run ISE as Administrator

3 Windows PowerShell ISE

E5 Windows PowerShell

of Unpin this program from taskbar



https://go.microsoft.com/fwlink/?linkid=860142

Import MicrosoftAssessmentsApplication module using Import-Module Microsoft.Assessments.AADApplicationManager —

PS C:\WINDOWS\system32> Import-Module Microsoft.Assessments.AADApplicationManager
PS C:\WINDOWS\system32> gcm Microsoft.Assessments.AADApplicationManager

Name i Source

Function Clear-MicrosoftAssessmentsApplication Microsoft.Assessments.AADApplicationManager

Function Connect-MicrosoftAssessmentsApplication : Microsoft.Assessments.AADApplicationManager
Function Export-MicrosoftAssessmentsApplicationSettings Microsoft.Assessments.AADApplicationManager
Function Import-MicrosoftAssessmentsApplicationSettings : Microsoft.Assessments.AADApplicationManager
Function Initialize-MicrosoftAssessmentsPrerequisites Microsoft.Assessments.AADApplicationManager
Function New-MicrosoftAssessmentsApplication : Microsoft.Assessments.AADApplicationManager
Function Test-MicrosoftAssessmentsGraphAPI Microsoft.Assessments.AADApplicationManager

Install AADApplicationManager by running the command New-MicrosoftAssessmentsApplication and prrovide
your Global Admin credentials when prompted. (Global Admin with MFA)

PS D:\temp> New-MicrosoftAssessmentsApplication
This script is run as an Administrator
powershell version 5.1.17134.407
Latest .Net version installed 4.7.3056
powershellGet is installed - version 1.6.6
Nuget provider installed - version 2.8.
No AzureAD PowerShell module installed
5| 1 reADPrevi installed
T = 1 o -
TenantID 5FeB7463-2175-403c-841b-a7240df3885c
creating Microsoft Assessments AAD Application in tenant M365x935185. onmicrosoft.com with Tenantid 5fe87463-2175-403c-841b-a7240df3885cC ...
AAD Application created - ApplicationId 676eebb3-3a4d-44d1-bfdd-94e5b4dcl6as
Creating AAD Service Principal ...
AAD service Principal created - objectid 1fa201d7-86d6-4660-9534-34e3041b8178
creating certificate...
certificate created - Thumbprint 46F517FFC2862E9311F0EFD4 5SDO0003EF7BC2BF2 Expiration 2019-11-28 10:09:15Z
Creating AAD Application Key Credential...
created Key Credential KeyIdentifier 001 EndDate 2019-11-28 10:09:15Z
setting M5 logo for AaD application
Granting AAD application read-only access to AD
Getting Graph application
Assigning Graph roles to AaD application
AAD application isn't ready yet, trying again in a couple of seconds... (retry #1)
Granting admin consent...
We are opening a br r page for you to provide the admin consent for this application.
If you would be receiving an error AADSTS700016, wait a few seconds and refresh the page

nala vicos | busine | §° usine | 17 sgnin o your sccount % [ - o %

<« O @ hitos/foginmicrosoftonline.comy




Note: While executing New-MicrosoftAssessmentsApplication command, you may need to enable the following
settings in order to enable the Authentication popup prompt.

e Go to Internet options and Enable JavaScript:

Security Settings - Local Intranet Zone X
{General Security Privacy Content Connections Programs Advanced Settings
() Disable ~
Select a zone to view or change security settings. (® Enable

Internet Local intranet  Trusted sites Restricted sites

@ ¢ / O roi

Local intranet (2) Prompt

é This zone is for all websites that are = = Allow Programmatic clipboard access
= BUnd on your Inanet. () Disable
(® Enable
(O Prompt
Security level for this zone = Allow status bar updates via script
() Disable
(® Enable
Custom =) Allow websites to prompt for information using scripted window:
Custom settings. M\ Rieahln e
- To chanae the settinas. click Custom level. « >

e [t will prompt to add additional Microsoft links to trusted sites to allow authentication screen which we
should add by clicking Add button shown on the popup.

5. Define the credentials for the assessment to use:
o Ex. $Cred0365 = Get-Credential (Global Reader and Share Point Admin)
o Ex. $CredLocal = Get-Credential (Local Admin to create Scheduled Task)

PS C:\WINDOWS\system32> $03¢ 8 Get-Credentia
cmdlet Get-Credential at_command pipeline position 1

supply values for the following parameters:
Credential

Enter your credentials.

User name: rﬁ

Password: |




6. Created a Working Directory folder on the data collection machine

a5 ~ s | Drive Tools  OSDisk (C:)
Home Share View Manage
<« v A €3 > This PC » OSDisk (C)
(] Name Date modified Type Size

7 Quick access
OMS 10/18/2018 8:47 AM File folder

Note: If Add-SfBOnlineAssessmentTask is not found. Please restart the Microsoft Monitoring Agent service.

7. Run the Add-SfBOnlineAssessmentTask -AADUserName $Cred0365.Username -AADPassword
$Cred0365.Password -0365SfBUserName $Cred0365.Username -0O365SfBPassword $Cred0365.Password -
0365ExchangeUsername $CredO365.Username -O365ExchangePassword $CredO365.Password -
0365TeamsUsername $Cred0365.Username -O365TeamsPassword $CredO365.Password -WorkingDirectory
"C:\OMS" -ScheduledTaskUsername $CredLocal.UserName -ScheduledTaskPassword $CredLocal.Password

PS5 C: \WWINDO smentTask
rname ord

ord Username
redlocal .UserName

8. The script will continue with the necessary configuration. It will create a scheduled task that will trigger the data
collection.

sment JPerforming Cr ntials Validation
AN dential:

9. Data collection is triggered by the scheduled task named SfBOnlineAssessment within an hour of running the
previous script and then every 7 days. The task can be modified to run on a different date/time or even forced to
run immediately.

(@ Task Scheduler
File Action View Help

o5 5= HFE

(2) Task Scheduler (Local)

’ Name Status  Triggers Next Run Time Last Run Time Last Run Result Created Au..
v (@ Task Scheduler Library e .
| Apple ] sig0nlineAssessment Ready At 5:25 PM cvery Tuesday of every week, starting 10/16/2018  10/16/2018 5:25:00 PM_11/30/1999 12:00:00 AM _ The task has not yet run. (B1303)  10/16/2018 4:25:44 PM
7 cseo
~ 1] Microseft
7 Configuration Manager
| Office
v [ Operations Management Suite

~ [ AOI-e520c808-9ebe-415¢-b0B2-d128daT
~ [ Assessments
| SfBOnlineAssessment
1 Windows
1 XblGameSave
1 Microsoft IT VPN
7 5+1-5-21-279831312-1910443772- 3869651900-3(




10. During collection and analysis, data is temporarily stored under the WorkingDirectory folder that was configured
during setup, using the following structure:

| = | SfBOnlineAssessment

Home

S This PC

&) Network

« v 4

3 Quick access

%@ OneDrive - Microsoft

View

» This PC » OSDisk (C) » OMS » SfBOnlineAssessment

~

|:| Name

2901511
Logs

OmsAssessment

0 processed.prerequisites.911a0eff-634f-44d3...
0 processed.processingmodel.911a0eff-634f-4...
D processed.rawdata.911a0eff-634f-44d3-b4b...
D processed.recommendations.911a0eff-634f-...
D processed.trace.911a0eff-634f-44d3-b4h7-7...

Date modified

10/17/2018 10:17 AM
10/17/2018 10:17 AM
10/17/2018 10:17 AM
10/17/2018 8:23 AM
10/17/2018 8:23 AM
10/17/2018 8:23 AM
10/17/2018 8:23 AM
10/17/2018 8:23 AM

v O Search SfBOnlineAssessment

Type

File folder
File folder
File folder

ASSESSMENTSFBON...

ASSESSMENTPM File

ASSESSMENTSFBON...
ASSESSMENTSFBON...
ASSESSMENTTRACE ...

Size

0 KB
25 KB
7 KB
18 KB
351 KB

11. After data collection and analysis is completed on the tools machine, it will be submitted to your Log Analytics
workspace depending on the scenario you have chosen:

o Directly if the Data Collection Machine is connected to the Internet and configured to submit directly.

o Through to the OMS Gateway Server if this option is configured, which will then submit the data to

your log analytics workspace.

12. After a few hours, your assessment results will be available on your log analytics Dashboard. Click the Skype for
Business Online/Teams Assessment tile to review:

Skype for Business Online Assessment *

3

Servers Assessed

in last 21 days

Qo

High Priority Recommendations

Oe

Low Priority Recommendations

24 ¢

Passed checks



13. You will then be presented with findings grouped by the focus area.

Skype for Business Online Assessment

asdoms32-premier-public-eap

Q Refresh i@ Logs

PREREQUISITES

I HIGH PRIORITY PREREQUISITES

PRIORITIZED RECOMMENDATIONS

Success: Assessment execution was successful
Discovery: Minimal Viable Environment check is OK.
At least one pre-requirement is not met for successf.
WinRM Basic authentication not allowed

Skype for Business Online Powershell module not ins.
0ld version of Skype for Business Network Assessme..
Skype for Business Network Assessment tool not inst

Azure AD Powershell module not installed

See all.

Appendix
Data Collection Methods

58
58
69
58
58

SECURITY AND COMPLIANCE

67h I
I3

PRIORITIZED RECOMMENDATIONS

Multi Factor Authentication (MFA) is not enabled for

See all.

LOW PRIORITY RECOMMENDATIO...

PASSED CHECKS

WEIGHT

3.2

AVAILABILITY AND BUSINESS CONTINUITY

HIGH PRIORITY RECOMMENDATI...

I LOW PRIORITY RECOMMENDATIO...

NO
DATA I Bassiu CHECKS

PRICRITIZED RECOMMENDATIONS

Recommendations not available.

See all.

PERFORMANCE AND SCALABILITY

HIGH PRIORITY RECOMMENDATI...

80% I ;IASSEQ CHECKS.
4

PRIORITIZED RECOMMENDATIONS

Ensure that the right ports and pratocols are open ac

See all.

The Skype for Business Online/Teams Assessment in the log analytics workspace and Microsoft Unified Support Solution Pack

uses multiple data collection methods to collect information from your environment. This section describes the methods used to

collect data from your environment.

Windows PowerShell

PowerShell is used to collect data from both Azure AD and Office 365. PowerShell uses the cmdlets from Azure

PowerShell, Skype for Business Online Windows PowerShell Module, Microsoft Teams Windows PowerShell Module and
Patterns and Practices (PnP) cmdlets to connect to and pull the required configuration settings pertaining to the tenant.
All requests to the tenant are Read-Only no changes are made to Azure AD or Office 365.

Graph API

Graph data collector is a replacement of this previous approach as it retrieves data from Azure or Office 365 subscriptions

using Graph API (https://developer.microsoft.com/en-us/graph) under the context of an AAD application which can be

restricted to read-only operations.

Skype for Business Network Assessment Tool
The Skype for Business Network Assessment Tool provides the ability to perform a simple test of network performance
and network connectivity to determine how well the network would perform for a Microsoft Teams and Skype for Business

Online calls.

10

3.6


https://developer.microsoft.com/en-us/graph

Resources:

https://docs.microsoft.com/en-us/services-hub/health/

https://docs.microsoft.com/en-us/services-hub/health/assessments faq

How to setup Microsoft Graph Data Collection when using Windows 2012 R2 Data Collection Machine for Office 365

Assessments

View Prerequisite Errors - You can check the event viewer to view errors pertaining to prerequisites

2] Event Viewer (Local)

Operational Number of events: 9

» [ Custom Views -
» T Windows Logs Level Date and Time Source Event D Task Category (n)
~ [ Applications and Services Lo @ Information 3/2/2019 4:32:54 AM Prerequisites 1100 SuccessRate_Success
[&] Hardware Events ® Information 3/2/2019 4:32:44 AM Prerequisites 1200 MVE_Success
f&] Internet Explorer 9 Error 3/2/2019 2:18:22 AM Prerequisites 1101 SuccessRate_Failed
[+] Key Management Service Information 3/2/2019 2:18:08 AM Prerequisites 1200 MVE_Success
1 Microsoft Error 3/1/2019 8:30:00 AM Prerequisites 1101  SuccessRate_Failed
4 {J: AppV Information 3/1/2019 8:29:50 AM Prerequisites 1200 MVE_Success
v [ Assessments Error 3/1/2019 7:34:26 AM Prerequisites 1101 SuccessRate_Failed
v [ Prerequisites Information 3/1/2019 7:34:12 AM Prerequisites 1200 MVE_Success
m Operational g . . Eailed v
= W‘lndows“ Leeli ient 1100, Prerequisites x

» [ Microsoft-Automation
> 1 Microsoft-SMA

General Details

[=] Operations Manag

] VMAS Agent

=] Windows PowerShell
.4 Subscriptions

Prerequisite success rate: 100.0%
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https://docs.microsoft.com/en-us/services-hub/health/
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https://docs.microsoft.com/en-us/services-hub/health/health-kb-importing-azure-into-windows-2012-data-collection-machine
https://docs.microsoft.com/en-us/services-hub/health/health-kb-importing-azure-into-windows-2012-data-collection-machine

