Office 365 SharePoint Assessment: Prerequisites and Configuration

This document explains the required steps to configure the Office 365 SharePoint Assessment.
Currently the data collection process is performed using the Offline Assessment Client, that requires a data collection machine.

Data collection machine

This scenario can be used when the data collection machine can connect to the Office 365 tenant directly. It requires one computer that
will be designated as the data collection machine which must be able to access the Internet to collect configuration data pertaining to
an Office 365 tenant.

The data collection machine does not have a requirement to be domain joined, it can be a standalone machine. Internet Connection is
required for this data collection machine.

This document was last updated on August 27, 2021. To ensure you have the latest version of this document, check here:
https://www.microsoft.com/en-us/download/details.aspx?id=54778
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System Requirements and Configuration at Glance

According to the scenario you want to use, review the following details to ensure that you meet the necessary
requirements.

Supported Versions
e Office 365 SharePoint Online

Account Requirements

e User account rights:
o Global Administrator for Office 365

o Federated Accounts are not supported.

Permissions:
Engineer and TAM Assignment to Log Analytic Workspace and Services Hub

«  TAM invites the engineer to the customer’s Services Hub to access information in the hub. Invitation email
comes from Microsoft Services — Subject: Invitation to Microsoft Services Hub.
« Granting "Read Access” to the customer’s Log Analytic workspace is a manual process that is managed and
controlled by the customer. The access needs to be manually removed after the review by the customer.
Manage log data and workspaces in Azure Monitor
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/manage-access

Azure Requirements

e Have an Azure Subscription. If your company does not have an Azure Subscription please click here to
subscribe.
e Be able to link your Service Hub, and Azure Subscriptions Accounts

Data Collection Machine Requirement
e Data collection machine hardware: Minimum 4 gigabytes (GB) of RAM, 2 gigahertz (GHz dual-core processor,
minimum 2 GB of free disk space.
o High End Workstation: Windows 10 — 64bit only
o Server: Windows Server 2019, Windows Server 2016 — 64bit only
o PowerShell version: 5.0 or greater
e Microsoft .NET Framework 4.8 or newer installed
o Download from: Download .NET Framework 4.8 | Free official downloads (microsoft.com)
o Data collection machine software requirement: A standalone or domain joined machine.
e The data collection machine must be able to connect to the Internet using HTTPS to connect to the Office
365 tenant.
e Alocal Admin account or Domain account with Local Admin right for Task setup.



https://docs.microsoft.com/en-us/azure/azure-monitor/platform/manage-access
https://docs.microsoft.com/en-us/services-hub/health/azure_sponsored_subscription
https://dotnet.microsoft.com/download/dotnet-framework/net48

Data Collection Machine Setup

Configure Microsoft Unified Support Solutions
To begin the Office 365 SharePoint Assessment you will need to:

1. Navigate to https://serviceshub.microsoft.com and then go to Health -> Assessments

2. If haven’t done yet, you need to connect the Service Hub to your azure subscription. If you don’t have Azure subscription,

you need to create one.

3. Click the drop-down menu for the account (this account must Azure Subscription Owner/Contributor role on the target

subscription) and select Edit Log Analytics Workspace
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4. Select the target Azure subscription (the drop-down list will list only the Azure subscriptions that your account is having
access to). If you don’t have Azure subscription, you can click the Create New link to create new subscription. After having

the Azure Subscription is selected click Next.

Pre-Configure Assessments

Ide

-—b-
Choose your Azure subscription Choose your Log Analytics workspace
o :

il

Configure your assessments

3

ose or Create an Azure subscr ption

Azure Subscription - My Azure role

Select from list ~

To use demo assessments:
Step 1: Join this group (this can take 24hrs to resolve)
Step 2: Click on "Use Demo Assessments"” button to link.

Only users who are both Azure subscription owners and are either an Log Analytics workspace owner or contributor may enable assessments.

Use Demo Assessments /

5. Select the Azure Log Analytics Workspace you want to use for the assessment purposes from the drop-down list, if you do
not have one already created click Create New link to create new one. After having the workspace is selected click Next.


https://serviceshub.microsoft.com/

Pre-Configure Assessments

dentify your Azure subscription and Log An

il

Choose your Azure subscription Choose your Log Analytics workspace Configure your assessments

© o :

Only users who are both Azure subscription owners and are either an Log Analytics workspace owner or contributor may enable assessments.

Azure Log Analytics Workspace Name

[ Select from list v

You should get the Congratulations screen as an indication that the link between the Services Hub and Azure Log Analytics
workspace is established successfully.

6. Click the Click here to navigate to your Assessment to create your SharePoint Online On-Demand assessment

Pre-Configure Assessments

Ll il

Choose your Azure subscription Choose your Log Analytics workspace Configure your assessments

© ©

Congratulations!

pace. Now

uccessfully enabled assessments in your Azure Log Analytics

Click here to navigate to your Ass ents.

7. If you have the connection already prepared ahead of time, then you click the Health drop-down menu from the Services
Hub portal and select Assessments to navigate to your Assessment to create your SharePoint Online On-Demand
assessment or manage the existing assessments

get started on configuring your assessments




My Corp

B Microsoft Services Hub ~ Home  Contract
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8.

You will need to click Show all assessments to see all the assessments
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Active Directory Active Directory
Operational Survey

Available On-Demand Assessments
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Active Directory Security  Active Directory Security

& A A

Azure Active Directory Azure Active Directory
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Show all assessments

9. Click on the Office 365 SharePoint.

3

Office 365 Exchange Office 365 Operational

3

1 1

Office 365 SharePoint Office 365 Skype and

Survey

Teams

10. Click Add Assessment.

Office 365 SharePoint

OneDrive for Business.

The On-Demand Assessment - Office 365 SharePoint is a cloud assessment that analyzes and
provides guidance on operations, configuration and usage within an Qffice 365 subscription for
SharePoint. This assessment is recommended to help get the most out of your Office 365
investment. This service provides specific focus on collaboration and related technologies such as

Close

Add Assessment

11. Setup the assessment by following the steps in the Configure Now page




SharePoint Online Assessment

The selected Assessment has no data, please go to

Azure Log Analytics to generate data. = Configure Now

il Remove Assessment

12. Download the prerequisites and the setup documents and go through them both to setup the assessment and
start collecting the data from your environment.

Home » SharePoint Online Assessment Configuration

SharePoint Online Assessment Configuration

testoct082019

T) Refresh

Logs

SharePoint Online Assessment Configuration

There are two scenarios available to configure the assessment using Azure Log Analytics. Determine which scenario fits best
for your organization.

1. OMS Gateway and data collection machine
This scenario is the most secure and recommended option to help protect privileged account credentials which are used
on the scheduled task configured on this machine needed to run the assessment. This scenario requires two computers,
One will be designated as the data collection machine, and the second machine will be the OMS Gateway. In this

scenario, the data collection machine has ne Internet connection and connects to the OMS Gateway to upload the data -
to Log Analytics. The OMS Gateway must have Internet access. This scenario is recommended for environments where ;'_'_'_'_'_":
the Internet connection is restricted from the data collection machine or where security is a concern due to this

dule task requirement. For information about the OMS Gateway, go to https://go.microsoft.com/fwlink/?
linkid=830157

™~

. Data collection machine only
This scenario can be used when the data collection machine can contact Azure Log Analytics directly. It requires one
computer that will be designated as the data collection machine which must have access to the internet to upload data
to Azure Log Analytics, This scenario can be used in environments where the Interet connection is not restricted.

Your Steps

. Click the link below to download the prerequisites and configuration doecumentation.

2, Follow the steps in the document to setup the machine to start the assessment.

rePoint Online Assessme:

Download the prereq

Assessment Setup

3. Click the link below to download the Setup Assessment document. This document is referred to from the )
and configuration document and includes the steps to setup the machines for the scenario chosen.

Congratulations on adding an assessment, now there are some prerequisites that
need your attention. Download this document and follow the steps to setup your
machine, learn about the system requirements and check out the configuration at a
glance.

How It Works

Data collection starts within an hour of setting up the assessment.

Once data is collected, it will be automatically submitted to Azure Log Analytics,

Expect to see results in the Azure portal within four hours,




Download and install the Microsoft Monitoring Agent setup file from Azure Log
Analytics

On the designated data collection machine complete the following:

1. Inthe Azure portal, go to log analytics; to find it, you can click on the All Services > type Log analytics in the
filter field

Microsoft Azure

All services | Log analytics

Create a resource

All services

& Log Analytics
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B virtual mac
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select your workspace if it exists or create new one.

Log Analytics
Create a resource Log Analyti
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Add Edit columns Refresh
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Dashboard
| All resource groups

Resource groups
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2. click the Advanced Settings Icon.

Microsoft Azure

Create a resource
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% Quick Start
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3. Click Connected Sources, and then select Windows Servers.



4. Click the Download Windows Agent link that is applicable to your computer processor type to

download the setup file. If the agent is downloaded on another machine, copy the Setup file over to the
data collection machine.

Note: /f a monitoring client was installed for System Center Operations Manager (SCOM), the setup only

offers to Upgrade the agent, preserving existing settings. The upgrade does not include any of the
configuration steps below.

Microsoft Azure

D Search resoure

Advanced
Agvancea serungs

Al
* EAVORITES

Windows Serve
) Data ), Linux Servers

Computer Groups Azure Storage

WORKSPACE 1D

& System Center cf3age34-a70c-4267-bdB v

sl PRIMARY KEY
iatabas SHMERARRU MW 2
ud services (classic)
SECONDARY KEV

re Active Directory

curity

| c| o intemnet connectivity to OMS, download the ¢
magement ¢ Biing | .

5. Run Setup to install the agent.
6. On the Welcome page, click Next.

ﬁ Microsoft Monitoring Agent Setup X

Welcome to the Microsoft
Monitoring Agent Setup Wizard

The installation wizard will install the Microsoft Monitoring Agent
on your computer. To continue, dose all other programs and
dick Mext.

7. On the License Terms page, read the license and then click | Agree



ﬁ Microsoft Menitoring Agent Setup *

IMPORTANT NOTICE

Microsoft Software License Terms

M]CROSOI—T SOFTWARE LICENSE TERMS .

MICROSOFT MONITORING AGENT

These license terms are an agreement between Microsoft Corporation

(or based on where you live, one of its affiliates) and you. Flease read

them. They apply to the software named above, which includes the

media on which you received it, if any. The terms also apply to any

Microsoft

s updates,

« supplements. e
Print License Privacy Statement

< pack Cancel

8. On the Destination Folder page, change or keep the default installation folder and then click Next.

ﬁ Microsoft Monitoring Agent Setup X

Destination Folder
Select the installation folder.

Install the Microsoft Monitoring Agent in:

C:\Program Files\Microsoft Monitoring Agent)

Disk Usage < Back Next = Cancel

9. On the Agent Setup Options page, choose the Connect the agent to Azure Log Analytics (OMS)
option. Click Next.

ﬁ Microsoft Monitoring Agent Setup >

Agent Setup Options
Specify setup options for this installation of Microso ft Monitoring Agent.

Enable local collection of IntelliTrace logs (reguires .NET Framework 3.5
or higher)
This installs a PowerShell interface for gathering advanced application diagnostics data in
local Mrace files.

Connect the agent to Azure Log Analytics (OMS)

Connects the agent to the Microsoft Azure Log Analytics (OMS) service and lets you to
choose the workspace that the agent uses to register with. For mare information, see
https: /fwww.microsoft. com/oms.

D Connect the agent to System Center Operations Manager

This connects the agent to System Center Operations Manager and lets you specify the
management group for which this agent will participate in monitoring.

= ==




10. On the Overview, Settings Dashboard page, click Connected Sources, and then copy and paste the
Workspace ID and Workspace Key (Primary Key) from the log analytics portal. (Hint: Click the copy
button then paste in the corresponding Agent Setup field).

11. Select Azure Commercial or if you are using an Azure US Government cloud select Azure US
Government from the Azure Cloud drop down menu and click OK.

Windows Servers FAGRCh vy 1Y

0 WINDOWS COMPUTERS CONMNECTED

L sed the 1D and Key to install the agent.
Connect the agent o an Arure Log Analy s workspaos. : -
WORKSPACE ID

Warkspace [D: fe . _— .

[ AR SRR AR R RSB RS

Arune Clousk: JAzure Commercial PRIMARY KEY

Your workspace [D and key are avalable within She Anure Log Analytics portal. The Log SitvMIF

Analytics portal for Anare Commencal i 8k o frww.micresaft, com foms /|,
Chcle Adhvanced o provide HTTP proay rw‘q}rnw. SECOMDARY KEY
Advanced

Wilher you ok Plext, thess proper bes will be vabdated by the Arse Log Analytics
SETVOE.

<Bak [ Net> |

12. On the Microsoft Update page, optionally select Use Microsoft Update when | check for updates
(recommended), then click Next.

j’;‘_&! Microsoft Monitaring Agent Setup *

Microsoft Update
Use Microsoft Update to help keep your computer secure and up to date

Microsoft Update offers security and important updates for Windows and other Microsoft
Products induding this product. Updates are delivered using your Automatic Updates
setting, or you can visit the Microsoft Update website.

(®) Use Microsoft Update when I chedk for updates (recommended)

{(O)1 don't want to use Microsoft Update

See the Microsoft Update FAQ at
http: fupdate.microsoft.com/microsoftupdate w6 /about. aspx?in=en

Read our Privacy statement online at
http: /jupdate. microsoft. com/microsoftupdate fve fprivacy.aspx?in=en

13. On the Ready to Install page, review your choices, and then click Install.



ﬁ! Microseft Menitoring Agent Setup bt

Ready to Install
Click Install to begin the installation of the Microsoft Monitoring Agent.

If you want to review or change any of your installation settings, dick Back. Click Cancel to exit
the setup wizard.

Installation Settings:
Install Directory: C:\Program Files\Microsoft Monitoring Agent),

Azure Log Analytics Settings:
Workspace Id: cf9aBe54-a70c-4a67-bdB4-c4abd95220de

= ==

14. On the Microsoft Monitoring Agent configuration successfully completed page, click Finish.

ﬁ Microsoft Monitoring Agent Setup >

Microsoft Monitoring Agent configuration completed successfully.

You can change agent settings in the Monitoring Agent section of Control Panel.

If this installation of the agent is connected to System Center Operations Manager, make
sure you configure the Management Server to allow manual agent installations. To change
this setting, in the Operation Manager console, dick Administration and go to Server
Security Properties in the Settings view.

Additionally, you must approve the agent in the Pending Management view in the
Administration section of the consale befaore rules can be downloaded to this agent from
the Management Server,

< Back Cancel

15. When complete, the Microsoft Monitoring Agent appears in Control Panel. You can review your
configuration there and verify that the agent is connected to log analytics. When connected to log
analytics, the agent displays a message stating: The Microsoft Monitoring Agent has successfully
connected to the log analytics service.

After setting up the data collection machine, continue with the setup of the Assessment as outlined in the



prerequisites and configuration documentation for each technology.

16. Restart MMA Service

Pause the service
Restart the service

icrosoft App-V Client Manages App-V users and virtual appli... Disabled

Descrinti MManaaes Intern Manual
escription: _ P Anent censice 4
The Monitoring Agent service The Monitoring Agent service monitor .,

maenitors the health of the compug ends events to a collector for storage 1.

The service may be configureg :Microsoft Passport Provides process isalation for cryptogr... Stop
mnmtn{the.hazl‘:ht.uf otha »&};Mi(mmf‘t Passport Container Manages local user identity keys used t.. Pause
:gmijt::.sl;’nﬂ:w o ewss:‘.:pped, .,Q;}.Microsof't Software Shadow Copy Provi.. Manages software-based volume shad... s

es may not oceur, If £ Microsoft Storage Spaces SMP Host service for the Microsoft Storage ...

Restart

this servigliS'disabled, any SE_Nit_ES &) Microsoft Store Install Service Provides infrastructure support
:: itly depend on it will fail to icrosoft Windows SMS Router Service, Routes messages 0 app.. All Tasks >
5 Natural Authentication Signal aggregator service, that evaluate.,
Y . . . " Refresh

Services (Local)
Microsoft Monitoring Agent Mame Description Status Startup Type
i Q;Me;sagmgf.ervicejmld Service supporting text messaging and ... Manual (Trig...
icroso iagnostics Hub Standar... iagnostics Hub Standard Collector Ser.. anua
Stop the service Microsoft (R) Di Hub Standar.. D ics Hub Standard Collector S Manual

icrosoft Acceunt Sign-in Assistant Enables user sign-in through Micresoft... Running  Manual (Trig...

Log On As

Local Syste...
Local Syste..,
Local Syste..,
Local Syste...
Local Syste...

Network 5.
Local Syste...
Local Service
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Network 5.
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17. Confirm the below folders exist in

C:\Program Files\Microsoft Monitoring Agent\Agent\PowerShell

< | PowerShell

Home Share View

&« v » ThisPC » Windows (C:) » Program Files » Microsoft Monitoring Agent » Agent > PowerShell »

s

[ Mame Date modified Type

# Quick access - -

I Desktop * Cn.nflguratmn File folder
Microsoft.Assessments. AADApplicationManager File folder

? Downlozds * Microsoft.MenitoringAgent. PowerShell File folder

[ Documents * Microsoft.PowerShell. Oms.Assessments File folder

& Pictures *

Confirm the folders are available before continuing to setup the new MS application in Azure

Note: While executing New-MicrosoftAssessmentsApplication command, you may need to enable the following settings

to enable the Authentication popup prompt.

18. Go to Internet options and Enable JavaScript:




Internet Options

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

@ ¢ vV O

Internet Local intranet  Trusted sites Restricted sites

Local intranet

*' [ This zone is for all websites that are S

Security level for this zone

Custom
Custom settings.
- To chanae the settinas. click Custom level.

Security Settings - Local Intranet Zone

Settings

(O Disable
(® Enable
() Prompt
& Scripting
&) Active scripting
(O Disa
® Enab

) Prompt |
= Allow Programmatic clipboard access

() Disable
(® Enable
(O Prompt
& Allow status bar updates via script
(O Disable
(® Enable

() Nieahla

<

& Allow websites to prompt for information using scripted window: v

>

19. Add your SharePoint Online admin center URL to the trusted sites e.g. https://tenantname-
admin.sharepoint.com or https://admin.tenantname.com if friendly admin URL configured



https://tenantname-admin.sharepoint.com/
https://tenantname-admin.sharepoint.com/
https://admin.tenantname.com/

Setup Microsoft Assessment Azure AD Application

With the enabled MFA account
1. Open PowerShell as an Administrator and then run the following on the Data Collection Machine.

New-MicrosoftAssessmentsApplication

This script will run and then prompt for Global Administrator Credentials

2. Type “Y” to install package.

E¥ Administrator: Windows PowerShell

it . NuGetPr
d and install 'nu




3. At the credential prompt, please enter an account with Global Administrator access rights.

Enter you Azure tenant credentials

User nage: |£3 %039694. onmicrosoft. com V|

Password: | sesssnnsns |

Corce

4. PS: for Windows Server 20** , you may be needed to disable IE Enhanced Security

i PROPERTIES

jdress assigned by DHCP, IPv6 enabled

5. You will be prompted to Logging, please use the Global Administrator Account, Password and MFA Code

6. You will be prompted so Sign-in again after the MFA Requirement message. Use the Global Admin credentials
and MFA code
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be manuall
and in

Sign in to your account
B® Microsoft
Sign in

admin@M365x039694.onmicrosoft.com)

Mo account? Create onel
Can't access your account?

Sign-in options

8.d11 and installed.

Sign in to your account

1+ contoso demo

« admin@m365x039694.onmicrosoft.com

Enter password

oooooooooo|

Forgat my password

7. Enter your MFA code

8. You will be prompted to logging again with your GA account, Password and MFA Code



. All right:

htto

'nuget
be manuall

Sign in to your account

1~ conTOSO demo

admin@m365x039694.onmicrosoft.com
Enter code

[ We texted your phone +X XO00KX32. Please enter
the code to signin.

Xxx123 X

After the successful creation of the Azure Application, a browser will be launch and you will be prompted to
logging again with your Global Admin Account, Password and MFA Code,

PS: All prompts will be in the browser.

¢ @iematpio. [@Newtb  [ITheNoshen. 2% signinto

onmicrasoft.com
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10. You will be prompted to accept the permission request
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11. And you be logging into your Azure Environment.

2 The Nomhemil| A4 by Dashb
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My Dashboard ~
& Dashboard

= ans
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12

In Azure Select “Azure Active Directory” = “App Registrations” = and confirm the “Microsoft Assessments” app
is present

| & /A Contoso- App registrat x | 4 = x
& O o 4 hitps;//aad.portal.azure.com/? * = 1 o=

Azure Active Directory admin center

d > Comoso - App regisirations
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Azurs AD Connect

Custom domain names
2 Mobility (MDM and M)

Password reset

Tl Company branding

13. Click on the Microsoft Assessment Application to open it and click on “View APl Permissions”
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{4 | https://aad.portal.azure.com/?admin_consent=True&tenant=4783efd0-474f-4939-a3a8-aa5e17balbb5&state=12345#blade/Microsoft_ AAD RegisteredApps/Applici

Dashboard > Contoso - App registrations * Microsoft Assessments

i88  Microsoft Assessments

5 e (G « i Delet= B Endpoints

™ - ) Welcome to the new and improved App registrations Looking to lesm hiow ft's changed from App registations (Legacyl? =

% Quickstart Display name * Microsoft Assessments Supponed account types  © My arganization only
Application {client) ID - 31770192-634c-461b-zede-42731e50cb37 Redirect URls : 1 web, 0 public dient

Manage Directory (tenznt) ID : 47838f40-474F-4930-3328- 225817021605 Manzged application in ... : Microsoft Assessments

B2 Branding Object ID : Sda3d7ed-3aaf-42e3-b48f-5837540a8780

D muthentication #

Certificates & secrets -

Call APIs Documentation

P.

API permissions Microsoft identity platiorm

Authentication scenarics

- o B

& Exposean AP Y
Authentication libraries
B Owners @' @ Code samples
uﬁ) = Microsoft Graph
& Roles and administeztors (Previ.. Glossary
Help and Support

Build mare powerful apps with rich user and business dat2

Manifest
st from Microsoft services and your own company's dat

Suppert + Troubleshooting

K Troubleshooting

2 Mew support request

Sign in users in 5 minutes

Of 11§ Jood [

Use sur SDKs 1o sign in users and call APIs in 2 few steps

View all quickstart guides

14. Confirm the SharePoint App Permissions section was also created.

Azure Active

(& Dashboard

= Al senvices

@ Arure Actve Directory |

o Users

B, rcerprse appiications

«  Dashboard > Contosa - Ap regissrations * Microso Assessmients - API pemissions
) Microsoft Assessments - APl permissions 7 X
« o
Sem Directory Read All Application Read directory data Yes @ Granted for Contose
[ —— EduAdministration Read All Application Read Education app settings Yes @ Granted for Contoso
. Quickstart EduAssignments Read All Application Read class assignments with grades Yes @ Granted for Contose
Manage EduAssignments ReadBasic.All Application  Read class assignments withut grades Yes @ Granted for Contoso
& Eranding EduRosteread Al Application Read the organizatior's roster Yes @ Granted for Contose
D autnenticstion EduRoster ReadBasicAll Application Read a limitec subset of the organization's ros... Yes @ Granted for Contoso
Cenificuas & secres
Files Reac All Agpplication Read files in all site callections Yes @ Granted for Contose
< APl parmissions
GroupRead. All Application Read all groups Yes @ Granted for Contoso
& Expose an AR
- |dentityRiskEvent Read All Application Read all identity risk event information Yes @ Granted for Contose
. Guners
5 Rokes and administrators (Pravi Mail Read Application Read mail in all mailboxes Yes @ Granted for Contoso
2 -
W Manifest MailboxSettings Read Application Read all user mailbox settings Yes @ Granted for Contosa.
Support + Troubleshooting Notes Read All Application Read all OneNote notebooks Yes @ Granted for Contoso
K Troublesnooting Onlineheetings Read AN Application  Read online meeting details Yes @ Granted for Contoss
@ Mew support request People Read All Application Read all usars” ralevant peopla lists Yes @ Granted for Contose
Reports Read AN Application Read all usage reports Yes. @ Granted for Contoso
SecurityEvents Read All Application Read your arganization's security events Yes @ Granted for Contose
SecurityEvents ReadWrite All Application  Read and update your arganization’s security .. Yes © Granted for Contaso
Sites Read Al Application Read items in all site collections (preview] Yes @ Granted for Contose
UserRead All Application Read all users’ full profiles. Yes @ Granted for Contoso
Sites Read All Application Read items in all sita collections Yes @ Granted for Contoso
TermStore Read All Application Read managed metadata Yes @ Granted for Contose
UserRead.All Application Read user profiles Yes @ Granted for Contoso
These are the permissions that this apslication requests statically. You may 2lso request user consent-
sbiz perm gh code. Sez 2 equesting permissions
Grant consent
As an administrator, you can grant consent on behalf of il users in this diractary. Granting admin cansent for all Users means that and
us2rs will Rt be ShOWN 3 Consant screen when Using the Sppiication.




With the disabled MFA account
1. Open PowerShell as an Administrator and then run the following on the Data Collection Machine.

New-MicrosoftAssessmentsApplication

This script will run and then prompt for Global Administrator Credentials:

2.  Type “Y” to install package. PS: This command will install the AzureADPreview module. If it doesn’t get

installed as part of this step, make sure you install the Azure AD Preview Module.

on installed 4
installed -

B® Microsoft
Sign in

admin@M365x129839.onmicrosoft.com)

No account? Create one!

Can't access your account?

3. Once credentials have been setup, a browser will open that will ask for Read access to several objects,

check the access requests, and then click Accept.



EN Administrator: Windows PowerShell

11 right

8.d1l and

ting Certificate
ific - Thumbprint 73FF
ati

D application r
ph applic
gning Graph AAD application
ting the AAD application to be r
Granting admin con

5] @I B signin to your account X |+ ~

> O m & | httpsy/login.microsoftonline.com/common/admin

B® Microsoft
Sign in

admin@M365x1 2983940nrnicrosoft.com|

No account? Create one!

Can't access your account?




Permissions requested
Accept for your organization

BE Microsoht Assessments

4. Now that the App has been setup. After you click on “Accept” the Azure Portal will open.

5. Inthe Azure Portal navigate to Azure Active Directory on the left navigation

=] aj A\ Dashboard - Azure Actit X \+ ~

< - O w A https://aad portal azure.com/?ad

\_consent= =d76f18c8-1580-4dd0-020b-dac4fa5 14257 &state=12345 65x1 rosoft.com/dashboard,

of-28ef-488c-2ad 1-4b94cb403017
Azure Active Direetory admin center

Dashboard ~ -+ New dashboard = Upload

+ Download & Edit ./ Fullscrsen ) Clone 11 Delete

[E Dashboard

S AN services Contoso Welcome to the Azure AD admin center Quick tasks
— 365125633 coicret con

4 conToso demo

Agure AD Premium P2

Users and groups Recommended Aaure portal

crtalazurecom
e Sync with Windows Server AD P “
Sy users and groups fromyouron-
g premises dirsctory to your Azure AD

Users Sign-ins

Azure AD Connect AuditLogs

mcnamaes @ | vewsiiy @

Click on “All Services” = “App Registration”



‘ory admin center

@ utoos Allservices [ franpanng | ] s Cotpe s | st

e

CQTr— *

e 0

© Ao Actie Directory " % Goum * S e * % Acure AD Connect Heath *
@ Asure A0 rutagea ssmey wansgament * Az 43 ety Srosscuan * B enerpess spplistans * *
B Access reviews * O Condtionsl Access *

-

® Anve Acove Oreciory *

7. Click on “View All Applications”

& = O f £ | https://aad.portal azure.com/?admin_consent=True&tenant=d76f18c8-1589-4dd0-920b-dac4fa5 14257 &state=12345#blade/MicrosoftAAD_IAM/ApplicationsListBlade

Azure Active Directory admin center
@  Dashboard > App registrations.

[ Dastisoars App registrations
Ao Acte Birciry
S Al services
 News sppiication registrstion 1= Endpoints K Troubleshost
PAvORITES
o The preview experience for App registrations is avaizble. Ciick this banner to lsunch the preview experiznce. =
& Azure Active Directory

& e [Feao wmmear it | [wayeees <

B Encerprise applicaions DISPLAY NAME

APPLCATION 1D

You're nek the avmer of any applications in this directorf.

View all applications

8. The new Microsoft Assessment Application will be listed

Azure Active Directory admin center

«  Dashboard > App registrations

= oasooara App registrations
Aare e Dracy
2 A services
o New zppiication registration 1= Endpeints K Troutlesnoat
VRIS
¢ W T S D T e S e
< Azure Active Directary

& v [Seaciby rome r Aol | [Aiawes v
B Enterprise applications DISPLAY NAME. APPLCATION TYPE APPLICATION 1D
B e Webapp / A71 CSHSBE1.29b-4dd2- 392255 TecHHas
[in S Webapp/ 471 Selddss2. 2932-44a0-BBSA- 3651SS65E50
Srowsessack Webapp /A1 addcTITF 43854473 btad G24BG 304
— [ B e - o |
e T R

Setting permission to show Classic Workflows (if workflow report needed)

1. On the Azure portal, select [Azure Active Directory] > [App Registrations] and confirm
the “Microsoft Assessments” app is present on the right pane.

Azure Active Directory admin center

«  Dashbaard > App registrations

= oasooara App registrations
Aare AcieDracy
2 A services
 New sppiicetion registration = Endpints X Troutleshoot
FAVORITES
¢ W T S D T e S e
< Azure Active Directary

& v [Seaciby rome - Aol | [imes v
B Enterprise applications DISPLAY NAME. APPLCATION TYPE APPLICATION 1D
B e Webapp / A3 CSISBE1-29bb-4dd2- 382255 TecHHas
[in JES Webaps / AP Seledead: 2932-4430-b054-365ATS 565650
Srowsessack Webapp /A1 addcTITF 43854473 btad G24BG 304
— [ B e - o |
e o R

2. Click on the Microsoft Assessment Application to open it and click on “View API
Permissions”.



- Microsoft Assessments =

Ctri+ | <« j Delete @ Endpoints
. P i e
g overview Display name : Microsoft Assessments [
&4 Quickstart Application (client) 1D : 37eafab7-52e8-4a36-831d-476be9692ff2

# Integration assistant (preview) Directory (tenant) ID : db653437e-8des-4fcd-bfl6-3a43e3d99%eed

Object ID ! 480b610d-63eb-49ff-af62-5750847b2ba3
Manage

= Branding

0 Welcome to the new and improved App registrations. Locking to learn how it's changed f
3) authentication
Certificates & secrets
Token configuration Call APls

- AP| permissions

—
& Expose an AP . A m

Owners
B o g
Roles and administrators (Previe... L

Il Manifest Build more powerful apps with rich user and business data
from Microsoft services and your own company's data
Support + Troubleshooting sources.

i Troubleshooting ew APl per

3. Under configured permissions in the middle of the page, click on “Add a permission” button,
on the right pane select “SharePoint” under the Microsoft APIs tab.

- Microsoft Assessments | APl permissions  #

2 Search (Ctrl+/) «

i Overview

Configured permissions

8 Quickstart Aapplications are authorized to call APIS when they are granted permissions by users/admins a5 part of the consent process, The list of configured permissions should include
# Integration ssistant (preview) all the permissions the application needs. Leam mare about permissions and consent
Manage | TAddapermission | [ Grant admin consent for Contoso
& Branding API / Permissions name Type Description Admin consent req...  Status
D Authentication v Microsoft Graph (18)
Certificates & secrets AccessReview Resd All Application  Read all access reviews Yes @ Granted for Contoso
fIf Token configuration AdministrativeUnitRead Al Application Read all administrative units Yes @ Granted for Contoso
= APl permissions Auditlog Read Al Application  Read all audit log data Yes @ Granted for Contoso
@ Exposean APl Directory.Resd Al Application  Read directory data Yes @ Guntedfor Contoso =+
Owners GroupRead Al Application  Read all groups Ves © Granted for Contoso
& Roles and administrators (Preview) IdentityProvider.Read Al Application  Read identity providers Yes @ Granted for Contoso
M Manifest IdentityRiskEvent Read.A¢ Application  Read all identity risk event information Yes @ Granted for Contoso
Support + Troubleshaoting IdentityRiskyUserRead.All Application  Read all identity risky user information Yes @ Granted for Contoso
& Troublashooting IdentityUserFlow.Read Al Application  Read all identity user flows Yes @ Granted for Contoso
& New support request Organization.Read Al Application  Read organization information Yes @ Granted for Contoso
PalicyRead Al Application  Read your organization's policies Yes @ Granted for Contoso
ReportsRezd Al Application  Read all usage reports Yes @ Granted for Contoso
RoleManagement Read Directe Application  Read all directory RBAC settings Yes @ Granted for Contoso
SecurityActionsRead All Application  Read your organization's security actions Yes @ Granted for Contoso
SecurityEvents.Read All Application Read your organization's security events Yes @ Granted for Contoso
Sites.Read.All Application  Read items in all site collections (preview) Yes @ Granted for Contoso
TrustFrameworkKeySetRead A Application  Read trust framework key sets Yes @ Granted for Contoso

UserRead All Application  Read all users' full profiles Yes © GuntedforContoso ==+



Dashboard > App registrations >

x

-]

Certificates & secrets

9 Current

9 Current

- Microsoft Assessments | APl permissions =

P search (Ctrl+/) «

Overview

& Quickstart

7 Integration assistant (preview)

Manage

B Branding

D Authentication
Certificates & secrets

I Token configuration

- APl permissions

@ Expose an API

Owners

& Foles and administrators (Preview)

H Mmanifest

Support + Troubleshooting
£ Troubleshooting

& New support request

O Refresh

Configured permissions

Applications are authorized to call APIs when they are granted
all the permissions the application needs. Learn more about per

“Add apermission | | Grant admin consent for Col

API/ Permissions name Type Descrip
\Microsoft Graph (18)

eview.Read All Application Read al
AdministrativeUnitRead All  Application Read al
AuditLogRead Al Application  Read al
DirectoryResd Al Application  Read di
GroupRead Al Application  Read al
IdentityP Application  Read id
IdentityRiskEvent Read Al Application Read al
IdentityRiskyUser.Read Al Application  Read al
IdentityUserFlow.Read Al Application  Read al
Organization Read Al Application  Read o)
Policy.Read Al Application  Read y¢
ReportsRead All Application  Read al
RoleManagementRead.Directc Application  Read al
Securityctions Read All Application  Read y¢
SecurityEvents Read.All Application  Read y¢

Sites Read Al Application  Read itt
TrustFrameworkKeySetRead Al Application Read tr
User.Read All application  Read al

Request APl permissions

Select an API

Commonly used Microsoft APIs

P
o«

Micresoft Graph

() Azure Rights Management
L&l services

Allow validated users ta read and write
protected content

oé—o Dynamics 365 Business Central
Programmatic access to data and
functionality in Dynamics 363 Business
Central

= intune

Programmatic access to Intune data

Power Bl Service

rammatic secess
to Dashboard resources su
as Datasets, Tables, and!

Power Bl

w Yammer

APls my organization uses

Toke advantage of the tremend:
Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePaint, Planner, and more through a

My APls

amount of data in Office 365, Enterp

A\, Azure Service Management

Programmatic access to much of the
functionality available through the Azure
porta

D Dynamics CRM

|:] Office 365 Management APls

Retrieve informati

n about user, admin,

Q SharePoint

Interact remotely with SharePoint data

+ Security, and Windows 10.

Data Export Service for
Microsoft Dynamics 365

Export 8ata from Micrasoft Dynamics
CRM organization to an external
destination

Flow Service

Embed flow templates and manage f

G ot

Create and manage notes, lists, pictures,
files, and more in OneNote notebooks

B Skype for Business

Integrate real-time presence, s
messaging, calling, and conference
capabilities

4. Select "Application permissions” for the type of permissions, this should open bottom
with list of permissions to select.

Dashboard > App registrations >

x

]

Certificates & secrets
® current

@ current

Select "Sites.FullControl. All”
You should receive notification that updating permissions.

5 Microsoft Assessments | APl permissions

R Search (Ctrl+/) «

i Overview

& Quickstart

Integration assistant (preview)

Manage
B Branding
D Authentication

Certificates & secrets

It Token configuration
S API permissions

@ Expose an API

Owners

(D Refresh

Configured permissions

Applications are authorized to call APIs when they are granted §

Request APl permissions

CAll APl
SharePoint

hitps://microsoft sharepoint-df.com/ Docs ('

all the permissions the application needs. Leam more about per

[ TAddapermission | [ Grant admin consent for Cal

API / Permissions name

 Microsoft Graph (18)
AccessReview Read All
AdministrativeUnit Read.All
Auditlog Read Al

Direc

GroupRead Al

Type

Application
Application
Application
Application

Application

Delegated permissions
Descrip

Read al
Read al
Read al
Read di

Read al

Your application needs to access the APl as the signed-in

@ SharcPoint APIs are available via the Microsoft Graph APL. You may want to co

What type of permissions does your application require?

sider using Microsoft Graph instead.

part

Application permissions

Your application runs as a background service or daemon without a

signed-in user.

option and click on the “Add permissions” button on the bottom.




Request API permissions X

X < Microsoft Assessments | APl permissions =
e

What type of permi jour application require?

e emon with
Tadd a permission Grant admin consent for Co
Select permissions
Centificates & secret API { Permissions name Type Descri
Current ~Microsof
L Permission Admin consent required
@ Current Application Read a )
o Sites (2)
ke Sites FullControLAl .
[ ™ Have full control of all site collections @ =

 TermStore (1)

& l-: mStore Read.A

6. Since this permission requires Admin consent, scroll to the top of the screen, and click the
“Grant admin consent” button on the middle. Ensure to click the confirmation prompt “Yes”
for granting admin consent.

% - Microsoft Assessments | APl permissions  #

g ash his application already has to match what i listed b
Certificates & secrets
@ cument
treq.. St

@ curent
LE
LE
L]
o:
L]
L]
L]
o
L]
o
o
Oc
o
LE
L]
]

7. If you need to remove this permission after the assessment run is complete, you can certainly
remove it, but any later runs will not report classic workflows.

8. To revoke admin consent “Sites.FullControl.All” permissions, within API permissions, scroll to
bottom under SharePoint category of permissions, select the ellipsis(...) on the right
corresponding to “Sites.FullControl.All” and click "Revoke admin consent” and confirm



prompt “Yes, remove”.

Dasnboard o App registrations

X o Microsoft Assessments | API permissions =

s« O Refresn

L]

cessfully granted admin e

il admir

Appli & units ves

Application I aucitlog data es
Manage
Application Read diectory dota
Cortificates & secrets 8 sanding
5 GeoupRanda application Resd al groups
@ comen Authentication
Application  Read icentity providers
@ curent Centiiates & secrt
applicaion Read sl dentiy sk eventinformmatin vos

It Token configuration

application Wity risky user information ves
® i permissions

catian

apy ves

@ Bopose an &

application fon information ves
I, Ouners

application ves

zation's pol
& Foles and agministrators (Preview)

application

il usage reports ves
M veanifest
Application ves @ Gramed for Comoso

Support + Troubleshooting
£ Troubies

B New support request

appiicaton - © Grarres for Comoso

User Read Al on Read

~eSharcPaint 4

SitesFullControl Al application  Have full contrel of al site collections ves @ Granted for Contoso

permission
tems in all site coliscions ves @ Granted for Contoss -

Sires Resc A application ‘
Ravoke admin consent

TermStore.Read 4 application anaged metzdata ves & Gantes

- Read userprofies ™ © Guries

- Microsoft Assessments | APl permissions =

2 Search (Ctrl+/) « () Refresh

i Overview

Revoke admin consent

% Quickstart Are yousure you want to revoke admin consent for Office 365 SharePoint Online — Sites.FullControl.All for Microsoft Assessments?
# Integration assistant (preview) L
Manage
Director. Aoolication  Read directorv data Ves @ Granted for Conto:

To remove “Sites.FullControl.All” permissions, within API permissions, scroll to bottom under
SharePoint category of permissions, select the ellipsis(...) on the right corresponding to
“Sites.FullControl.All" and click "Remove permission” and confirm prompt “Yes, remove”.

- Microsoft Assessments | APl permissions =

2 search (Ctrl+/) « () Refresh

Overview @ Successfully granted admin consent for the requested permissions.
& Quickstart
4 ist Unit | LA d i i it Granted f wee
Integration assistant (preview) AdministrativeUnitRead.All  Application Read all administrative units Yes @ Gran
AuditLog Read Al Application  Read all audit log data Yes @ Granted f
Manage
Directory.Read Al Application  Read directory data Yes Q Granted
B sranding
Group Read A Application  Read all groups Yes @ Granted for Contoso
D Authentication
IdentityProvider Read A Application  Read identity providers Yes @ Granted for Contoso
Certificates & secrets
IdentityRiskEvent Read Al Application  Read all identity risk event information Yes @ Granted fo
!It Token configuration
IdentityRiskyUser.Read.All Application Read all identity risky user information Yes @ Granted
- API permissions
IdentityUserFlowRead Al Application  Read all identity user flows Yes @ Granted f
& Expose an API
Organization Read Al Application  Read organization information Yes @ Granted f
Owners
Policy.Read Al Application  Read your organization's. policies Yes @ Granted
& Roles and administrators (Preview)
ReportsRead All Application  Read all usage reports Yes @ Granted for Contoso
I Manifest
RoleManagement.Read.Directc Application Read all directory RBAC settings Yes @ Granted for Contoso
Support + Troubleshootin: ) i )

PR 9 SecurityActions.Read All application  Read your organization's security actions Yes @ Granted fo
& Troubleshooting SecurityEvents Read Al Aapplication Read your organization's security events Yes @ Granted f
8 ew S
4 New support request Sites Read All Application  Read items in all site collections (preview) ves © Granted

TrustFrameworkKeySetRead A Application Read trust framewark key sets Yes @ Granted
User.Read All Application  Read all users’ full profiles Yes Q Granted
~SharePaint (4)
Sites FullControl All Application  Have full control of all site collections Yes A\ Not granted for Contoso
Remove permission
Sites Read.All Application  Read items in all site collections Yes © Granted for Contoso
TermStore Read Al Application  Read managed metadata Yes @ Granted f
User.Read All Application  Read user profiles Yes @ Granted f



10.

5 Microsoft Assessments | APl permissions =

2 Search (Ctrl+/) « () Refresh
'8 Overview Remove permission
& Quickstart
) Are you sure you want to remove Office 365 SharePoint Online — Sites.FullControl.All from the configured permissions for Microsoft Assessments?
# Integration assistant (preview)

B neandine

~ SharePoint (3)

Sites.Read All Application  Read items in all site collections Yes @ Granted for Contoso e
TermStoreRead Al Application  Read managed metadata Vs @ Granted for Contoso
User.Read Al Application  Read user profiles Yes @ Granted for Contoso

Ensure final permissions of the SharePoint category looks like the above permissions list after
revoking and removing “Sites.FullControl.All" permission.



Install Prerequisite Cmdlets
The Azure AD Preview Module is supported on the following Windows operating systems with the default
version of Microsoft .NET Framework and Windows PowerShell: Windows 8.1, Windows 8, Windows 7, Windows
Server 2012 R2, Windows Server 2012, or Windows Server 2008 R2.

If your computer has all the prerequisites for the installation, the module can be installed with the Install-
Module cmdlet via PowerShell 5.0 or greater while Run as Administrator:

Set-ExecutionPolicy -ExecutionPolicy RemoteSigned

Install-Module MSOnline

Install-Module Microsoft.Graph

Install-Module —-Name Microsoft.Online.SharePoint.PowerShell —AllowClobber -Force
Uninstall-Module SharePointPnPPowerShellOnline -Force -AllVersions
Install-Module PnP.Powershell -AllowClobber -Force

Import-Module MSOnline -Verbose

Import-Module Microsoft.Graph -Verbose

Import-Module PnP.Powershel -Verbose

Import-Module Microsoft.Online.SharePoint.PowerShell -Verbose

Setting up the SharePoint Online Assessment

On the designated data collection machine, complete the following:

1. Create the working directory for the Assessment data. i.e. C:\SPOAssessment

am » This PC » Windows [C:) »
1 Mame Date modified Type
3
PerfLogs 9/15/2018 3:33 AM File folder
Program Files 3/23/2019 2:33 PM File folder
= Program Files (x2&) 32220019 7:29 PM File folder
ke * SPOAssessment 3/23/2019 10:34 PM  File folder

2. Open the Windows PowerShell command prompt as an Administrator

Tasks
I Run as Sdrministrator I
' Run ISE as Administrator

! Windows PowerShell ISE

EN windows PowerShell

of* Unpin this program from taskbar




3. Run the following command:
4. Where <Directory> is the path to an existing directory used to store the files created while collecting and
analyzing the data from the environment.

Add-SharePointOnlineAssessmentTask -WorkingDirectory <Directory>
Example:

Add-SharePointOnlineAssessmentTask -WorkingDirectory “C:\SPOOA”

at command pipeline position 1

ful.
\AppDatalLocallTemp\A ments_Configuration_2619

ment updates, ple

5. You will be promoted to enter an account that will be able to run a scheduled task on the Tools machine. Supply
the required user account credentials to tun the Scheduled Task. These credentials are used to run the
SharePoint Online Assessment.

Note:
1. The account used to setup the assessment task needs to be a local admin in the Tool Machine, it can a local
account or a Domain account with full admin right on the Tool Machine. if using local account just enter the
account name and password, if using a domain account use the format Domain\Account.

2. Ensure that when setting up the assessment task, the account that will be used to run the scheduled task is
the account that is used to log in and setup the assessment task.

6. The script will continue with the necessary configuration. It will create a scheduled task that will trigger the data
collection.

7. Data collection is triggered by the scheduled task named SharePointOnlineAssessment within an hour of
running the previous script and then every 7 days. The task can be changed to run on a different date/time or
even forced to run at once.

8. You can confirm the Task is created in Task Scheduler and you can “Right Click” on the Task to Run it.

() Task Scheduler (Local)

Name Status  Triggers Next Run Time Last Run Time Last Run Result Author Crested
[ Task Scheduler Library

[ SharcPointO... Run.. At11:44 PM every Saturday of eve ctoring D03 3/23/2019 11:4400 PM_ 11/30/1999 12:00:00 AM _ The task has not yet run. ((x41303) PGERMAG9VM\Administrator 3/23/2019 10:44:46 PM

un
End ke

il Disable
_ SharePointOnlineAssessment Export..

| Windows s

| XblGemeSave

Delete




9. During collection and analysis, data is temporarily stored under the WorkingDirectory folder that was
configured during setup, using the following structure:

Share Wiew
» This PCI » Windows (C:) » SPOAssessment » SharePointOnlineAssessment » I
Mame Date modified Type Size
3+ Quick access
2621427 9/19/2019 10:27 AM  File folder
[ Desktop »
Logs 9/19/2019 1 - File folder
¥ Downloads  # OmsAssessment 9/19/201910:27 AM  File folder
Documents * [] new.prerequisites.789653db-74ca-4b64-9...  9/19/2019 10:27 AM  ASSESSMENTSPO... 2KB
[=] Pictures # [ new.processingmodel.789653db-T4ca-4b...  9/19/2019 10:22 AM  ASSESSMENTPIM ... 108 KB
WL [] new.rawdata.789653db-T4ca-4b64-975a-...  9/19/2019 10:28 AM  ASSESSMENTSPO... 3KB
= D new.recommendations.789653db-74ca-4...  9/19/2019 10:228 AM  ASSESSMEMTSPO.. 152 KB
¥ Metwork [[] new.trace.789653db-74ca-4b64-975a-197...  9/19/2019 10:28 AM  ASSESSMENTTRA... 1,097 KB
9/19/2019 10:26 AM  Windows Comma... 1KB

10. After the completion of the task, you can Verify the XML files are created under the DataModel folder,

Share View
4 SPOAssessment > SharePointOnlineAssessment > 330 DataModel > 0365Tenant_0365 Sharepoint Service | v
[ Name ate modified Type Size
7 Quick access
== 20190323 104905.00000003 3/23/2019 1049 PM XML Document 1KB
[ Desktop *
=) 20190323_104907.00000004 3/23/2019 1049 PM XML Document 2KB
{Downloads - 92 RS A
==/ 20190323 104911.00000005 3/23/2019 1049 PM XML Document 3KB
Documents 4 [ 20190323_104913.00000006 3/23/2019 1049 PM XML Document 357ke| |
[&] Pictures * = 20190323_104918.00000007 3/23/2019 1049 PM XML Document TKE
B Music =) 20190323_104920.00000008 XML Document 2KB
B Videos = 20190323 104922.00000009 XML Document 19KB
=) 20190323_104924.00000010 XML Document 6 KB
& OneDrive = 20190323_104926.00000011 /23/2019 1049 PM XML Document 1KB
I3 This PC = 20190323_104928.00000012 3/23/2019 1049 PM XML Document 6 KB
B 3 Objects == 20190323 104928.00000013 3/23/2019 1049 PM XML Document 1KB
=) 20190323_104930.00000014 XML Document B7KB
[ Desktop
- = 20190323 105015.00000015 XML Document 1KB
Documents = 20190323_105016.00000016 23/ 0:50PM XML Document 10KB
& Downloads = 20190323 105018.00000017 3/23/2019 1050 PM XML Document 2KB
J’ﬂ Music
[=] Pictures
m Videos
i, Windows (C2)
= products (\\produc

11. Restart the MMA service, you will notice under the SharePointAssessment Folder file with prefix of “new”



Services
File Action View Help
=T EG-C= HFE > =

Services (Local)

Services (Local)
Microsoft Monitoring Agent Description  Status

Hyper-V Remote Desktop Virtualizstion Service Provides a p... Running
Stop the service

Pause the service

Lt the service Hyper-V Volume Shadow Copy Requestor Coordinates... Running

IKE and AuthlP IPsec Keying Modules The IKEEXT ... Running

Interactive Services Detection Enables use...

Hyper-V Time Synchronization Service Synchronize... Running

Description:

The Monitoring Agent service
monitars the health of the computer, IP Helper Provides tu..  Running
The service may be cenfigured to IPsec Policy Agent Internet Pro...  Running
moniter the health of other KDC Proxy Server service (KPS) KDC Proxy S...

Internet Connection Sharing (ICS) Provides ne...

computers in addition to this
computer. If this service is stopped,
detection of failures may not occur. f *5% Link-Layer Topology Discovery Mapper Creates a ...
this service is disabled, any services Local Session Manager Core Windo... Running
tg:‘::tap""t'y depend on it will fail to Microsoft (R) Diagnostics Hub Standard Collecto... Diagnostics ...
: Microsoft Account Sign-in Assistant Enables use...
Microsoft App-V Client Manages A...
Microsoft iSCS! Initiator Service Manages In...

KtmRm for Distributed Transaction Ceordinator Coordinates...

Microseft Menitoring Agent APM
Microsoft Menitoring Agent Audit Forwarding
Microsoft Passport

£k Microsoft Passport Container

*_Extended { Standard

All Tasks
Refresh
SRR Properties
Home Share View Help ®
« . 4 » ThisPC > Windows (C:) » SPOAssessment > SharePointOnlineAssessment v | @ | Search SharePointOnlineAsse.. 0

Mame Date modified Type
s Quick access

2472258 File folder
B Desktop Logs File folder
‘ Downloads OmsAssessment
| Documents [T new.prerequisites.3c3209bf- 5£5f-4759-88...
=] Pictures ] new.processingmodel.3c3200bf- 5F3F-475.
[ This PC | new.rawdata.3c3209bf-5f9f-475%-88ca-52...
| new.recommendations.3c3209bf-5f%f-47...
¥ Metwork _ | new.trace.3c3200bf-5f0f-4759-88ca-5216f...
=T run

| = | SharePointOnlineA: - O
Home Share Wiew
&« v g » ThisPC » Windows (C:) » SPOAssessment » SharePointOnlinefissessment » w |
Name Date modified Type Size
7 Quick access
2472258 File folder

[ Deskto

P Logs File folder
l Downloads .

MEMTSPO...
MENTPM ..

= Documents | processed.prerequisites. 3¢ 3209bf-5f9f-47...
=

Pictures | processed.processingmodel 3c3208bf-51...

[ This PC _| processed.rawdata 3c3209bf-5f9f-4739-8.., SSMEMNTSPC
A processed.recommendations.3c3208bf-5... SSMEMNTSPO...
¥ Network _| processed.trace.3c3209bf-5f9f-4758-88¢ca..
Windows Comma...
9 items

13. After data collection and analysis is completed on the tools machine, it will be submitted to your Azure Log
Analytics workspace.

Note: Data Collection takes approximately 30 to 60 minutes.




14. Your assessment results will be available to view on your Service hub Dashboard. Click the SharePoint Online
Assessment and click on “View All Recommendations” to review:

SharePoint Online Assessment

High priority = View all Recommendations
recommendations il Remove Assessment
2 3 @ Download Executive Summary
Data Collection Low priority B2 Download All Recommendations
Servers .
recommendations

52

Resolved Recommendations

0

Passed checks

12

15. You will then be presented with findings grouped by the focus area.

SharePoint Online Assessment *

P 30

_ High Priority Recommendations
Data Collection Servers
in last 21 days 5Z2e

Low Priority Recommendations

126
Passed checks

SECURITY AND COMPLIANCE AVAILABILITY AND BUSINESS CONTINUITY PERFORMANCE AND SCALABILITY UPGRADE, MIGRATION AND DEPLOYMENT OPERATIONS AND MONITORING
Iuw PRIGHITY RECOMMENDAT.
3 I LOW PRICRETY RECOMAENDATI.
LW PRIGRTY RECOMMENDATIO.. PASSED CHEGKS LW PRIGRITY RECOMMENGATO.. 9 Lo PRICRITY RECOMMENDATIG..
3 BES 100% | I3 44% - —— 14
Iussmma(ns 7
4
e Wit PRGATIED FECTBMNGATIONS FHICHTZED RGO DATION e RO TZED RECOUMENOA TS oo PICATIZED RECTHVENTATIONS —
Enable User MFA 99 Congratulutions. Looking great: Auto Acceleration i Dasbied 10 Sites using Non-Standard Audit Log Retention Settin., 3.2 BOC for external sharing invitations is dsabled 27
Enabie MEA for all glebal sdmins 29 SharePing Gline Tenaat does not re 32 Corestional access poliey s appiied aso 0 guest usess 1.7
Revien maware Getectons repor weekly a4 Sites that alow detach from Site Defition in ShareP.. 1.9 Add 1 or more SharePoin Online Adwingtiatoss, 1.0
34 1.0 Mo redirectste avadable fox those site collecbons w.. 0.9
34 10
30 05
Enable Clowd App Security 30 ShareFoint Gnline People Picker exciude Extemal Us.. 0.2

R 26 Pumber of 00

Disable accounts not used in last 30 days 23 Search Center sites in SharePoint Oniine 00

Configure expiration time for extemal sharing bnks 1.8

Seeal See ol Seoall




Appendix

Data Collection Methods

The Office 365 SharePoint Assessment uses multiple data collection methods to collect information from your
environment. This section describes the methods used to collect data from your environment. No Microsoft Visual Basic
(VB) scripts are used to collect data.

Data collection uses workflows and collectors. The collectors are:

1. Microsoft Graph API
2. Microsoft PowerShell

3. SharePoint Modernization Scanner

Microsoft Graph API
The Microsoft Graph APl is used to get data pertaining to Office 365 Secure Score.

Microsoft PowerShell

PowerShell is used to collect data from both Azure AD and Office 365. PowerShell uses the cmdlets from Azure
PowerShell, SharePoint Management Shell and Patterns and Practices PnP) cmdlets to connect to and pull the required
configuration settings pertaining to the tenant.

SharePoint Modernization Scanner

SharePoint Modernization Scanner under the covers uses SharePoint Online CSOM to collect site level configurations
which will be used for analysis and recommendation towards modernizing the sites. By default, the scanner collects data
only from classic sites on the tenant. If you have a need to report more than just classic sites, you can configure custom
csv input file with list of site URLs for the scanner to collect data from.

Setting up Custom Input File for the scanner (Optional):

e By default, when you run the OnDemand Assessment first time, this will create a
“SPOModernizationScannerData” folder under working directory (e.g.: C:\ODA_SPO5) you configured for
SharePoint Online Assessment task creation under the scheduler. In the example below, “C:\ODA_SPO5” is the
working directory for SharePoint Online Assessment.

Ihis PC » Windows (C:) » CODA_SPOS » v 0 Search ODA_SPOS5
e
~ Mame Date modified Type Size
SharePointOnlineAssessment 11/19,/2020 11:09 PM File folder
SPOModernizationScannerData 11/24/2020 4:38 PM File folder

e Inside the “SPOModernizationScannerData” folder, you will see that “SPOScannerDefaultinput.csv” file is
generated every time when data collection starts from Task Scheduler manually or as scheduled.

This PC » Windows (Z:) » ODA_SPO3 » SharePointOnlineAssessment » SPOModernization5cannerData v | 0
A Name Date modified Type Size
[ SharePoint.Modernization.5canner.exe 11/19/2020 9:47 PM Application 15,034 KB
| SPOScannerDefaultinput.csv 11/19/2020 9:46 PM CSV File 1KB

e SPOScannerDefaultinput.csv contains classic site URLs within the tenant. This will be used by the SharePoint
Modernization Scanner tool by default for scanning.



e |f you wish to change to different list of sites to scan, you can make a copy of the SPOScannerDefaultinput.csv or
create your own file with list of URLs with the name: SPOScannerCustomInput.csv like the following:

his PC » Windows (C:) + ODA_SPO5S » SharePointOnlineAssessment » SPOMedernizationScannerData v O
2 Mame Date medified Type Size
[ SharePoint.Modernization.Scanner.exe 11/16/2020 9:47 PM Application 15,034 KB
| SPOScannerCustominput.csv 11/19/2020 %:46 PM SV File 1KE
| sPOScanneDefaultinput.csv 11/19/2020 %:46 PM CSV File 1 KB

e If you want your assessment to start the first time with custom list of sites for scanner to use, you will have to
create the “SPOModernizationScannerData” folder manually and place the custom csv file with filename you see
on the previous step as SPOScannerCustominput.csv.

e Sample of SPOScannerCustomlInput.csv files will look like the following:

File Edit Format View Help
https://contoso.sharepoint.com/sites/clssitel
https://contoso.sharepoint.com/sites/Classic3
https://contoso.sharepoint.com/sites/modernsites
httpS:ffcontGSG.Sharepoint.cumISitESIHﬂ

Office 365 Assessment — Authentication Model
The Office 365 Assessment collects data using 2 methods:

1. Microsoft Graph
2. PowerShell Cmdlets
3. SharePoint Modernization Scanner

Graph API

The assessment connects to and extracts data form Microsoft Graph using an App created in Azure. The App is granted
read permissions using OAuth. The data collection machine will have a certificate which is used to connect to the Azure
App, which in turns gets the data from Microsoft Graph.

During the setup of the assessment, a Global Admin is required in order to create the App and grant it the relevant Read
permissions so that it can query Microsoft Graph.

Once the setup is completed this part of the assessment will collect data with the App via the certificate with no account
requirement. The App has only read access, which helps collect data using a least privileged model.

PowerShell Cmdlets
The assessment also collects data from Office 365 using the following cmdlets:

e Azure AD cmdlets

e SharePoint Online cmdlets

e SharePoint Online PnP cmdlets
Whilst these cmdlets currently support modern authentication to login, they are designed to run manually. This means
the support of Modern Authentication is handled for accounts with MFA by a prompt to handle the authentication.



The assessment collects the data in an automated manner via a scheduled task. As this data collection is designed to run
autonomously no prompts are generated. This causes an issue with account having MFA enabled, as when
authenticating the account prompt for MFA does not appear and thus account cannot authenticate.

We are currently working with the PG on cmdlets that will support OAuth. With cmdlets that fully support OAuth we can
use the Azure App to authenticate the requests made from the cmdlets. In doing so this will remove the requirement to
use a Global Admin account, as well as the current requirement to use an account that does not have MFA.

SharePoint Modernization Scanner

SharePoint Modernization Scanner tool uses Azure AD App based authentication using OAuth authentication
mechanism. As mentioned previously, SPO Scanner will by default will use only Sites.Read.All APl permissions of Azure
AD App for collection. Optionally, if you need to collect workflow related data, you will need to provide the Azure AD
App, Sites.FullControl.All.

SharePoint Modernization Scanner will also be downloaded automatically using .NET web client when assessment is run
the first time. After the first time run, the scanner version check will happen every time the assessment is run. Scanner
check will ensure to check the version and download the latest only if the current version is not latest.

Download is performed the GitHub repository of the SharePoint Modernization Scanner. As you can see, we use only
https endpoints for the downloads and on top of that we also ensure the SHA512 bit checksum matches to ensure data
integrity and security.

View Prerequisite Errors
You can check the event viewer to view errors pertaining to prerequisites.

@ Event Viewer (Local) Operational MNumber of events: 9

o Custom Views

w Windows Logs Level Date and Time Source Event ID Task Category &
~ [ Applications and Services Lo @Informatiun 3/2/2019 4:32:54 AM Prerequisites 1100 SuccessRate Success
.—| Hardware Events ‘:i:‘lnformatmn 3272019 43244 AM Prerequisites 1200 MVE_Success
‘.—| Internet Explorer ‘.g' Error 3/2/2019 2:18:22 AM Prerequisites 1101 SuccessRate_Failed

55 Key Management Service || (i) Information 3/2/2019 2:18:08 AM Prerequisites 1200 MVE_Success

I Microsoft Error 3/1/2019 2:30:00 AM Prerequisites 1101 SuccessRate_Failed
- AppV Information 3/1/2019 8:2%:50 AM Prerequisites 1200 MVE_Success
v [ Assessments W Error 3/1/2019 7:34:26 AM Prerequisites 1101 SuccessRate_Failed
Mo Prarequlslt.as Information 3/1/2019 7:3412 AM Prerequisites 1200 MVE_Success
) ] Operational ||| gh e /12019 7:30:75 AR Prerequisites 1201 MVE Failed hd
User Experience Virtui r—§
T Windlonare Event 1100, Prerequisites x

| Microsoft-Automation

I Microsoft-ShA

=] Operations Manager

‘.—l VMAS Agent

& Windows PowerShell
«J Subscriptions

General  Details

Prerequisite success rate: 100.0%



https://github.com/pnp/sp-dev-modernization/tree/master/Tools/SharePoint.Modernization/Releases

