Office 365 SharePoint Assessment:
Prerequisites and Configuration

This document explains the required steps to configure the Office 365 SharePoint Assessment included with your Azure Log
Analytics Workspace and Microsoft Unified Support Solution Pack.

I Important: There are configuration and setup tasks to be completed prior to executing the assessment setup tasks in this
document. For all prework, follow the Assessment Setup Guide from the Services Hub Resource Center.

This document was last updated on April 19, 2023. To ensure you have the latest version of this document, check here:
SPO Prerequisites



https://learn.microsoft.com/en-us/services-hub/health/pdfs/assessment_prereq_docs/setupassessment.pdf
https://learn.microsoft.com/services-hub/unified/health/assessment_prereq_docs/ama/setupassessment.pdf
https://docs.microsoft.com/en-us/services-hub/health/getting_started_with_on_demand_assessments
https://learn.microsoft.com/en-us/services-hub/health/pdfs/assessment_prereq_docs/prereqsspoassessment.pdf
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System Requirements and Configuration at Glance

Supported Versions
+ Office 365 SharePoint Online

Account Requirements
« User account rights:
Global Administrator for Office 365
Federated Accounts are not supported
MFA is supported
Local Admin account or Domain account with Local Admin rights for Task setup

o O O ©°

Data Collection Machine Requirements
» Data collection machine hardware: Minimum 16 gigabytes (GB) of RAM, 2 gigahertz (GHz dual-core
processor, minimum 2 GB of free disk space.
o High End Workstation: Windows 10 — 64bit only
o Server: Windows Server 2022, Windows Server 2016 — 64bit only o PowerShell
version: 5.0 or greater
o Depending on the size and complexity of your environment, you will need to
increase the total amount of RAM to ensure that the data collection is
successful and completes in a timely manner.
*  Microsoft .NET Framework 4.8 or newer installed
o Download from: Download .NET Framework 4.8 | Free official downloads (microsoft.com)

» Data collection machine can be a standalone or domain joined machine.

* The data collection machine must be able to connect to the Internet using HTTPS to connect to the
Office 365 tenant.

* Antivirus and any other type of Security software need to be configured to exclude Assessment related
files, file types, working directory folders and process (Omsassessment.exe) to avoid process termination,
blockage and alerts. Add an exclusion to Windows Security



https://dotnet.microsoft.com/download/dotnet-framework/net48
https://dotnet.microsoft.com/download/dotnet-framework/net48
https://support.microsoft.com/en-us/windows/add-an-exclusion-to-windows-security-811816c0-4dfd-af4a-47e4-c301afe13b26
https://support.microsoft.com/en-us/windows/add-an-exclusion-to-windows-security-811816c0-4dfd-af4a-47e4-c301afe13b26
https://support.microsoft.com/en-us/windows/add-an-exclusion-to-windows-security-811816c0-4dfd-af4a-47e4-c301afe13b26
https://support.microsoft.com/en-us/windows/add-an-exclusion-to-windows-security-811816c0-4dfd-af4a-47e4-c301afe13b26
https://support.microsoft.com/en-us/windows/add-an-exclusion-to-windows-security-811816c0-4dfd-af4a-47e4-c301afe13b26
https://support.microsoft.com/en-us/windows/add-an-exclusion-to-windows-security-811816c0-4dfd-af4a-47e4-c301afe13b26

Setup Microsoft Assessment Azure AD Application

Note: While executing New-MicrosoftAssessmentsApplication command, you may need to enable the following settings to
for the Authentication popup prompt.

1. Goto Internet options and Enable JavaScript:

Security Settings - Local Intranet Zone X
General Security Privacy Content Connections Programs Advanced Settings
O Disable 7
Select a zone to view or change security settings. (® Enable

“ & y () Prompt
ﬂ % Scripting

Internet Local intranet  Trusted sites Restricted sites %] Active scripting

O Disal
® Enab
Local intranet o ) Prompt
3 X ; ; ites s
% This zone is for all websites that are % Allow Programmatic clipboard access
ound on your mtranec. () Disable
(® Enable
() Prompt
Security level for this zone = Allow status bar updates via script
(O Disable
(® Enable
Custom ) & Allow websites to prompt for information using scripted window:
Custom settings. "\ Nieshin v
- To chanae the settinas. click Custom level. < >

2. Add your SharePoint Online admin center URL to the trusted sites e.g.
https://tenantnameadmin.sharepoint.com or https://admin.tenantname.com if friendly admin URL
configured

With the enabled MFA account
1. Open PowerShell as an Administrator and then run the following on the Data Collection Machine.

New-MicrosoftAssessmentsApplication

This script will run and then prompt for Global Administrator Credentials

2. Type “Y” to install package.

E¥ Administrator: Windows PowerShell — (] X

Windows PowerShell
Copyright (C) Mic

Try the new = //aka.ms/pscore6

ssmentsApplication

PowerShellGet is installed -

The provider 'nuget v2.8.5.208' is not installed.

nuget may be manually downloaded from
https://onegetcdn.azureedge.net/providers/Microsoft.PackageManagement.NuGetProvider-2.8.5.208.d11 and installed.
Would you like PackageManagement to automatically wnload and install 'nuget' now?

[Y] Yes [N] No [S] Suspend [?] Help (default ) i



https://tenantname-admin.sharepoint.com/
https://tenantname-admin.sharepoint.com/
https://tenantname-admin.sharepoint.com/
https://admin.tenantname.com/
https://admin.tenantname.com/

This will install the AzureAD Preview Module

EX Administrator: Windows PowerShell

PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscore6é

y mentsApplication
run as an Administrator
rShell Version 5.1.18362.1
Latest .Net version installed 4.8.
PowerShellGet is installed - Version 1.0.0.1

The provider 'nuget v2.8.5.208' is not installed.
nuget may be manually downloaded from
//onegetcdn.
[N] No [S] Suspend [?] Help (default "¥"): ¥
di installed - ion 2.5.5.20
No AzureAD
[nstalling

rShell module installed

i PowerShell module
PowerShell module AzureADPreview installed - Version 2.0.2.39
Installing AzureRm PowerShell module

3. At the credential prompt, please enter an account with Global Administrator access rights.

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights r

Try the new cross-platform PowerShell http

PS C:\windows\syste > New-MicrosoftAssessmentsApplication

This ript run as an Administrator
PowerShell Version 5.1.18362.1

Latest .Net version installed 4.8.
PowerShellGet is installed - Ve

The provider 'nuget v2.8.5.208' is not installed.
nuget may be manually downloaded from

reedge.net/providers/Microsoft.PackageManagement.NuGetProvider-2.8.5.208.d11 and installed.
u like PackageManagement to automatically download and install

'nuget’ now?

/onegetcdn.azureedge.net/providers/Microsoft.PackageManagement .NuGetProvider-2.8.5.2088.d11 and installed.
ou like PackageManagement to automatically download and install 'nuget' now?

[Y] Yes [N] No [S] Suspend [?] Help (default is "
Nuget provider installed - Version 2.8.5.208
No AzureAD PowerShell module installed

talling reADPreview PowerShell module

PowerShell module AzureADPreview installed - Version 2.0.2

Installing AzureRm PowerShell module
PowerShell module AzureRm installed - Version 6.

Windows PowerShell credential request.

Enter you Azure tenant credentials

T
User | € x039694.onmicrosoft.com v |

Password:




4. PS: for Windows Server 20** , you may be needed to disable IE Enhanced Security

i PROPERTIES

>r Win2016DC

Computer name Win2016DC
Workgroup WORKGROUP

8/16/2018 10:07 AM
Never check for updates
8/16/2018 10:07 AM

Public: Off Real-Time Protection: On

Enabled C Settings

Enabled Configuration Off

Disabled (UTC-05:00) Eastern Time (US & Canada)

IPv4 address assigned by DHCP, IPv6 enabled 00376-40000-00000-AA636 (activated)

5. You will be prompted to Logging, please use the Global Administrator Account, Password and MFA Code

6. You will be prompted so Sign-in again after the MFA Requirement message. Use the Global Admin credentials and
MFA code



Sign in to your account

B® Microsoft

Sign in

dmin@M365x039624.onmicrosoft.com|

No account? Create onel
Can't access your account?

Sign-in options

PowerShell
ight (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.

:\window: > N Mi e pplication

Latest .Net version installed 4.&
PowerShellGet is installed - Ve

The provider 'nuget v2.8.5.208' is not installed.

nuget may be manually downloaded from

https://onegetcdn.azureedge.net/providers/Microsoft.PackageManagement .NuGetProvider-2.8.5.208.d11 and installed.
u like PackageManagement to automatically download and install 'nuget' now?
[N] No [S] Suspend [2?] Help (default is "Y"): y

Nuget provider installed - Version 2.8.5.208

No AzureAD Powe ell module installed

Installing AzureADPreview PowerShell module

PowerShell module AzureADPreview installed - Version 2.0.2

Installing AzureRm PowerShell module

PowerShell module AzureRm installed - Version 6.13.1

MFA is required to connect to AAD, need to connect interactively

Sign in to your account
\[}
I conToso demo

< admin@m365x039694.onmicrosoft.com

Enter password

Forgot my password

7. Enter your MFA code

8. You will be prompted to logging again with your GA account, Password and MFA Code




"‘nuget
manually

ment . NuGetP iE 288.d11 and install
11 'nu

Sign in to your account

I+ conToso demo

admin@m365x039694.onmicrosoft.com
Enter code

[ We texted your phone +X X0O00XX32. Please enter
the code to sign in.

Xxx123 x

After the successful creation of the Azure Application, a browser will be launch and you will be prompted to
logging again with your Global Admin Account, Password and MFA Code,

PS: All prompts will be in the browser.

-

¢ | @ imemertgio. [ Newtab WA Theamheml 22 signinto

&2 Microsoft

Sign.in.
o




CONTOSO

Admin@m3ESK5T0323 anmicrosoft.com

Enter password

Contoso

S teneiliplo. SNents [ TheNothen. B s

10. You will be prompted to accept the permission request

bol. ENerids 1T Nodban..

323.0nmiciosafcom
Permissions requested
Accept for your organization
- i

1t Assessments

d lico to:

11. And you be logging into your Azure Environment.



Q amm a C |[Eiend e [N T NS A vy s
Fe Gt View Fovortes Took Wp
Azure Active Directory admin center € 0 @ 7 © emneMscR. @

My Dashboard v~
(=) Dashboard
= Allservices Contoso Welcome to the Azure AD admin cent
FavoRITES
Azure Active Director |
CONTOSO demo D heips you prote
Users nd empower you
i enterprise spplication:
§8: ot aphatiins Azure AD Premium P2 3
Users and groups Recommended
Syne with Windows Server A
.
&90 ——
oo o : K
orincipal Self-service password reset
created Users Sign-ins
Company branding
What's new Azure AD Connect Audit Log
D e bled &
< >

12. In Azure Select “Azure Active Directory” @ “App Registrations” @ and confirm the “Microsoft Assessments” app is
present

«=| /A Contoso - App registrat X |+ = a X

d > Contoso - App registrations

[ E— Contoso - App registrations 2 %

= All services

€ dnNewregistration @) Endpoints ¥ Troubleshooting | W Got feedback?

cavomies
6 o0 o e R P e S
g— 7 Getting stated Looking 6 lear how It changed from App registrations (Lagacyl? Lases ord
il want t0 use App registrations (Legacy]? Go back and te
Bl enterprigffsppications Manage
[P All applications  Owned applications
Groups A 5 o
A} Orgarizational relationships [y—— AppucaTioN tcuB 10 crente O cenincares seceers
Rols ant sdiisror B sovesee e e VAR P
B Enterprise apy tions
o I 0f6d3d6-75fe-dbda-228b-b1830ade8aTd /972019
0 Devices
31779¢92-634c.461b-aede-42731659ch8T ar2072019 © Cumrent
R Ppp registraons
dBecTaSe-0b6t-48db-b317-dbE3TEACIafS assr2019
A} \dertity Govemance
E Application provy B uoeon b1BdSfrd-c5e0-4155-8258-3c5TS becadd ar9r2019
s Licenses “ Salesforce 9cbe0baS Sibe-471d.891d-a58700597649 8/9/2019

Azure AD Connect
Custom domain names
Mobility (MDM and MAN)

Password reset

T Company branding

13. Click on the Microsoft Assessment Application to open it and click on “View API Permissions”



4—51 /A Microsoft Assessments X l+ v

- O & £ | https://aad.portal.azure.com/?admin_consent=True&tenant=4783ef40-474f-4939-a3a8-aa5e17ba1bb5&state=12345#blade/Microsoft_AAD_RegisteredApps/Applic: pxd

\zure Active Directory admin center

«  Dashboard > Contoso - App registrations > Microsoft Assessments
| Dashboard Eij Microsoft Assessments

= Al services «
5 bearch (Cie) @ Delete @ Endpoints
FAVORITES

@ Velcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacyl? =

% Azure Active Directory. I ovenview
I8 Users & Quickstart Display name * Microsoft Assessments Supported account types : My organization only
Application (client) ID : 31779192-634c-461b-aede-42731259cb87 Redirect URIs : 1 web, 0 public diient
Bl Enterprise applications Manage
Directory (tenant) ID - 4783ef40-474f-4939-a338-3a5e17balbb5 Managed application in ... : Microsoft Assessments
B Branding Object ID - Sda3d7ed-3aat-42e3-b48.583754928789
2 Authentication 2
Centificates & secrets :
Call APIs Documentation

- APl permissions

‘ Microsoft identity platform
@ Eexpose an AP m @ P ES Authentication scenarios
Authentication libraries
B Owners @ @ Code samples
Hj> = Microsoft Graph

& Roles and administrators (Pr Glossary

Build more powerful apps with rich user and business data Help and Support

from Microsoft services and your own company’s data
sources.

View APl Permissions

I Manifest

Support + Troubleshooting

K Troubleshooting

& New support request

Sign in users in 5 minutes

L1 1L Jo )

Use our SDKs to sign in users and call APs in 2 few steps

View all quickstart guides

14. Confirm the SharePoint App Permissions section was also created.

Azure Active Directory admin center

«  Dashboard > Contosa - App registrations * Microsoft Assessments - APl permissions
[ Dashboard -5~ Microsoft Assessments - AP permissions = X
A services « i
Directory Read Al Application Read directory data Yes © Granted for Contoso
4P Azure Active Directory | EduAdministration Read All Application Read Education app settings Yes. @ Granted for Contoso
o Users EduAssignments Read All Application Read class assignments with grades Yes © Granted for Contose
B Emerprise applications Manage EduAssignments ReadBasic All Application Read class assignments without grades Yes © Granted for Contoss
Sranding EduRosterRead Al Application Read the organization'’s raster Yes © Granted for Contose
D Authentication EduRoster ReadBasic Al Application Read a limited subset of the organization’s ras... Yes © Granted for Contoss
Cectificras & smcres
Files Read ANl Application Read files in all site collections Yes © Gramed for Contose
< APl parmissions
Group Read All Application  Read all groups. Yes @ Granted for Contoso
& Eepose an AT
IdentityRiskEvent Read Al Application Read allidentity risk event information Yes © Gramed for Contose
B Owners
MailRead icati il i Granted for Contoss
2 < ant achministrators (Frev ail Application Read mail in all mailboxes Yes []
W Mariest MailboxSettings Read Application Read all usar mailbox settings Yes © Gramed for Contose
i o Granted for Contosa
Suppiort + Troableshooting MNotesRead All Application Read all OneNote notebooks Yes []
K Troublashooting OnlineMeetings Read All Application Read online meeting details Yes @ Granted for Contose
2 Mew support request People Read All Application Read all users relevant people lists Yes © Granted for Contoso
Reports Read All Application  Read all usage reperts Yes © Granted for Contoso
SecurityEvents. Read All Application Read your organization's security events Yes © Granted for Contoso
SecurityEvents ReadWrite All Application Read and update your organization's security ... Yes @ Granted for Contoso
Sites Read All Application Read items in allsita collections (praview) Yes © Granted for Contose
Userfead All Application  Read all users” full profiles Yes © Granted for Contoso
~ SharePoint (3
Sites Reac All Application  Read items in all site collections Yes © Gronted for Contoss
Termstore Read All Application Read managed metadata Yes © Gramed for Contose
UserRead.All Application Read user profiles Yes © Granted for Contoso.
These ara the parmissions that this spplication requests statically. You may slsa rquest user consent-
sbie perm gh code. Sez 2 equesting permissions
Grant consent
s 3n agministrator, YoU £3N graNt ConSent on bhaIf of 3 Users in this diractany. Granting dmin cansent for 3ll USers MEsns that and
users will not be shawn 2 consent screen when using the application.




With the disabled MFA account
1. Open PowerShell as an Administrator and then run the following on the Data Collection Machine.

New-MicrosoftAssessmentsApplication

This script will run and then prompt for Global Administrator Credentials:

2. Type “Y” to install package. PS: This command will install the AzureADPreview module. If it doesn’t get

installed as part of this step, make sure you install the Azure AD Preview Module.

/Microsoft.PackageManagement .NuGetProvider-2.8. 8.d1l and

and install 'nuget' now?

B® Microsoft
Sign in

admin@M365x129839.onmicrosoft.com|

No account? Create one!

Can't access your account?

3. Once credentials have been setup, a browser will open that will ask for Read access to several objects, check

the access requests, and then click Accept.



EN Administrator: Windows PowerShell

11 right

8.d1l and

ting Certificate
ific - Thumbprint 73FF
ati

D application r
ph applic
gning Graph AAD application
ting the AAD application to be r
Granting admin con

5] @‘ 2% sign in to your account X |+ ~

> O @ © | httpsy//login.microsoftonline.com/common/admin

lient_id=9c85b3

ca-467f-9414-6: e * 4 e

B® Microsoft
Sign in

admin@M365x1 29839.onrnicrosoft.com|

No account? Create one!

Can't access your account?




Permissions requested
Accept for your organization

WE Microsoht Assessments
B app

4. Now that the App has been setup. After you click on “Accept” the Azure Portal will open.

5. Inthe Azure Portal navigate to Azure Active Directory on the left navigation

B oa‘ A\ Dashboard - Azure Acti' X |+ v

&«

O @ £ httpsy//aad.portal _consent=Ti t=d76f18¢c8-1589 9. 514257,

=12345#@m365x129839. rosoft.c 2f-28ef-488c-aad 1-4b94cbAa03017

Azure Active Directory admin center

Dashboard v | Newdashboard  * Upload  + Download  Edit ./ Fullscreen [ Clone  [i Delete

(& Dashboard
= M zancas Contoso Weicome to the Azure AD admin center Quick tasks
© Asue ActveDirsciry I
e 4 conToso demo o Yy —
& Users business and empoer your users.
I8 Ensrtt oty Agure AD Premium P2 Learn more about Azure AD
Users and groups. Recommended Azure portal
@ Sync with Windows Server AD Sty @
Sync users and groups from your on-
u premises directory o your Azure AD.
Sef-service passiword reset
Users Sign-ins —>
Sorinfor Al L bebenen 212015 e 3222019 :) Enable your users t resetthei forgotten
passwords
= ]\ /\ \ M  Company branging
0 S U L Customize the tet and graphics your
foa Ml i i users see when they sign i to your Azure
What's new Azure AD Connect Audit Logs
General Ay of Asre AD Pramium B2 smcnotenaies & vewscsry @

soft partners with Ping Identity on Secure Remote

6. Click on “All Services” @ “App Registration”



Azure Active Directory admin center

B it All services | | fesrn Everphing By casgery

Catapzosil | Epand 3t
o (1)
3 e + mpport *

b Azure

& v oy (o)

B Emerprise. w @ Azure Active Directory * & Groups * & User * @ Azure AD Connect Hesith -
@ Aurs AD Priviieged identity Management * Azurs AD igentity Drotecion * B ewerprse appications. * B 4pp regsrations. *
B Access reviews . O Conssonsl Access *
s 1)
@ Azure Actve Oirectory *

7. Click on “View All Applications”

&« =2 O I & | https://aad.portal.azure.com/?admin_consent=True&tenant=d76f18c8-1589-4dd0-929b-dac4fa514257 &state=12345#blade/Microsoft AAD_IAM/ApplicationsListBlade

Azure Active Directory admin center

«  Dashboard > App registrations

(& Dashboard App registrations
Aaure Acve Dirctcry
= Al services =
o New application registration i Endpoints 3 Troubleshoot
HAVORITES
e I T s
&P Azure Active Directory
& Users Tearch by nome or AppiD. [ Myapps v
B Enterprise applications OsPLAY NAME APPUCATION 1O
You're nck the ovner of any applications in this directorf.
! View allapplications
Azure Active Directory admin center
«  Dashboard > App registrations
(= pashoosra App registrations
Kare Active ety
= All services
o New application registration i Endpoints 3 Troubleshoot
savoRTes
rd 2 >
4 Azure Active Directory
N Search by nome or ApplD | [Aapes v
B Emerprise applications DispLaY NAME APPUCATION TYPE AppuCATION 1D
E Box Web app / API C5119881-29bb-4d62-9182-a55TecIMas f
B ueean Web app / AP1 Scidiea2 2932-44a0-b654-365415565¢50
Y cromserstack Web app / API addC787.8388-4473-bdad- 42460806304
Toitter Wieb app / API dSTT6L3-b6ic-4ck2 9182-046125b8263
d =l Microsoft Assessments Wieb app / API 9c85b37d-2bca-4671-9414-6ac2e1TBbctb
Sestoree Wieb 3pp / APT

'b2a76020-5828 4544 Jada IATAA 634

Setting permission to show Classic Workflows (if workflow report is required)

1. On the Azure portal, select [Azure Active Directory] > [App Registrations] and confirm the

“Microsoft Assessments” app is present on the right pane.

Azure Active Directory admin center

&
«  Dsshboard > App registrations
(&3 Dashooard
= Alsenvices =
o New appication registration = Endpoints X Troubleshoot
smvonrs
v e e z 5
€ Azure Actve Directory
& Users 1 [Aapes ¥
I Enterprise applications Diseuy Nawe AepucanoNTYVE AppucaTON D
B e Webapp/ A1 CS11SB81-29bb-402-9162-25 TecHfaSHF
[in [ Web app/ A1 Sclddea2-2932-4430-bS4-36541556530
Bromserstack Webapp/ AP1 20ACTB71-8388-4473-b4ad- 42460806304
|w B2 Web app / A1 9176093 foc4ck2-84 045125582663

- [ ]

Webapp / APl 'b2a78420-5828-4544 eda-IATAANEC3L

2. Click on the Microsoft Assessment Application to open it and click on “View API
Permissions”.



i Microsoft Assessments =

|/O S Ctri+ ] & B Delete & Endpoints
#  overview Display name : Microsoft Assessments [0
& OQuickstart Application (client) ID : 37eafab7-52e8-4a36-831d-476be9692ffs

# Integration assistant (preview) Directory (tenant) ID ! d653437e-8de6-4fcd-bf06-3a43e3d9%ee4

Object ID 480b610d-63eb-49ff-af62-5750847b2ba3

Manage
&= Branding
— o Welcome to the new and improved App registrations. Looking to learn how it's changed f
3 Authentication
Certificates & secrets
‘1! Token configuration Call APls

- AP| permissions

& Expose an AP| -

&

> Owners .
& Roles and administrators (Previe...
il Manifest Build more powerful apps with rich user and business data
from Microsoft services and your own company's data
Support + Troubleshooting sources.

&2 Troubleshooting View API permissions

3. Under configured permissions in the middle of the page, click on “Add a permission” button,
on the right pane select “SharePoint” under the Microsoft APIs tab.

- Microsoft Assessments | API permissions =

AP Search (Ctri+/) «

B overview

Configured permissions
& Quickstart
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

o iiegration sssistant (reviei all the permissions the application needs. Learn more about permissions and consent

— [ FAddapermission | [ Grant admin consent for Contoso

= Branding API / Permissions name Type Description Admin consent req...  Status

D Authentication \ Microsoft Graph (18)

Certificates & secrets AccessReview.Read All Application Read all access reviews Yes @ Granted for Contoso

It Token configuration AdministrativeUnitRead Al Application Read all administrative units Yes @ Granted for Contoso

"> APl permissions Auditlog.Read Al Application  Read all audit log data Yes @ Granted for Contoso

@ Expose an API Directory.Read All Application Read directory data Yes @ Granted for Contoso

. owners Group Read All Application  Read all groups Yes © Granted for Contoso

& Roles and administrators (Preview) IdentityProviderRead All Application  Read identity providers Yes @ Granted for Contoso

B Manifest IdentityRiskEventRead All Application  Read all identity risk event information Yes @ Granted for Contoso

Support + Troubleshooting IdentityRiskyUserRead Al Application  Read all identity risky user information Yes @ Granted for Contoso

& Troubleshooting IgentityUserFlow Read All Application  Read all identity user flows Yes @ Granted for Contoso

& New support request Organization Read All Application  Read organization information Yes @ Granted for Contoso
PolicyRead All Application  Read your organization's policies Yes @ Granted for Contoso
ReportsRead All Application  Read all usage reports Yes @ Granted for Contoso
RoleManagement.Read Directc Application Read all directory RBAC settings Yes @ Granted for Contoso
SecurityActions.Read.All Application Read your organization's security actions Yes @ Granted for Contoso
SecurityEvents Read All Application Read your organization's security events Yes @ Granted for Contoso
Sites.Read.All Application  Read items in all site collections (preview) Yes @ Granted for Contoso
TrustFrameworkKeySetRead A Application Read trust framework key sets Yes @ Granted for Contoso

UserRead All Application Read all users' full profiles Yes @ Granted for Contoso



Dashboard

X

]

Zertificates & secrets
9 current

9 current

App registrations

- Microsoft Assessments | APl permissions 2

P search (Ctrl+, | «

B overview

O Refresh

Configured permissions

& Quickstart

# Integration assistant (preview)

Applications are authorized to call APIs when they are granted ¢
all the permissions the application needs. Learn more about per

[ FAddapermission | [ Grant admin consent for Col
Manage
& eranding API / Permissions name Type Descrip

D Authentication

Certificates & secrets

Token configuration

)

AP| permissions

3

Expose an AP|

5

Owners

Roles and administrators (Preview)

W Manifest
Support + Troubleshooting
& Troubleshooting

& New support request

 Microsoft Graph (18)

AccessReview.Read All Application  Read al
AdministrativeUnitRead All  Application Read al
Auditiog Read All Application  Read al
Directory.Read All Application  Read di
Group Read Al Application  Read al
IdentityProvider Read All Application  Read id
IdentityRiskEventReadAll  Application Read al
IdentityRiskyUserRead All  Application Read al
IdentityUserFlowRead Al Application Read al
Organization Read Al Application  Read o1
Policy.Read All Application  Read y
ReportsReadAll Application  Read al
RoleManagement Read Directc Application Read al
SecurityActions Read Al Application  Read y¢
SecurityEvents Read All Application  Read y
Sites Read All Application  Read it
TrustFrameworkKeySetReadA Application Read tr
User.Read All Application  Read al

Request APl permissions

Select an API

Commonly used Microsoft APls

A\
4

Microsoft Graph

single endpoint.

APIs my organization uses

My APIs

() AzureRights
L& Services

Allow validated users to read and write
protected content

~¢- Dynamics 365 Business Central
Programmatic access to data and

functionality in Dynamics 365 Business
Central

) ntune

Programmatic access to Intune data

Power Bl Service
Programmatic access

toDashboard resources such
as Datasets, Tables, and Rowsin Power B

w Yammer

A

Programmatic access to much of the
functionality available through the Azure
portal

b Dynamics CRM

Access the capabilities of CRM business
software and ERP systems

G Office 365 Management APIs

Retrieve information about user, admin,
system, and policy actions and events
from Office 365 and Azure AD activity
logs

° SharePoint

Interact remotely with SharePoint data

Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a

N, Data Export Service for

I? Microsoft Dynamics 365
Export dats from Microsoft Dynamics
CRM organization to an external
destination

/%) Flow Service

Embed flow

plates and manage flows

G onetee

Create and manage notes, lss, pictures,
files, and more in OneNote notebooks

e Skype for Business

Integrate real-time presence, secure
messaging, calling, and conference
capabilities

4. Select "Application permissions” for the type of permissions, this should open bottom part
with list of permissions to select.

Dashboard

X

Certificates & secrets
© current

© Current

5. Select “Sites.FullControl.All"
You should receive notification that updating permissions.

App registrations

- Microsoft Assessments | APl permissions

) Search (Ctri+/) | «
B overview

& Quickstart

Integration assistant (preview)

Manage

B Branding

D Authentication
Certificates & secrets

11! Token configuration

@ API permissions

@ Expose an API

. owners

O Refresh

Configured permissions

i

Request APl permissions

<Al APIs
SharePoint

https://microsoft.sharepoint-df.com/ Docs

@ sharePoint APis are available via the Microsoft Graph API. You may want to consider using Microsoft Graph instead.

Applications are authorized to call APIs when they are granted ¢
all the permissions the application needs. Learn more about per

[ FAdd a permission \ j Grant admin consent for Col

API / Permissions name
/ Microsoft Graph (18)
ccessReview.Read.All
AdministrativeUnit.Read.All

AuditlogRead All

Directory.Read.A

GroupRead All

Type

Application
Application
Application
Application

Application

Delegated permissions
Descrip

Read al
Read al
Read al
Read di

Read al

What type of permissions does your application require?

Your application needs to access the AP| as the signed-in user,

Application permissions
Your application runs as a background service or daemon withouta
signed-in user,

option and click on the "Add permissions” button on the bottom.




Request API permissions X
X 5 Microsoft Assessments | AP permissions  #

Vv Sites (2)

dal
@ Stessuliconolan
. Have full control of alsite collections

6. Since this permission requires Admin consent, scroll to the top of the screen, and click the
“Grant admin consent” button on the middle. Ensure to click the confirmation prompt “Yes" for
granting admin consent.

reg)

X 5 Microsoft Assessments | AP permissions  #

-

3

00000000 O0COCOCOCOOODO

7. If you need to remove this permission after the assessment run is complete, you can certainly
remove it, but any later runs will not report classic workflows.

8. To revoke admin consent “Sites.FullControl.All"” permissions, within API permissions, scroll to
bottom under SharePoint category of permissions, select the ellipsis(...) on the right
corresponding to “Sites.FullControl.All” and click “Revoke admin consent” and confirm
prompt “Yes, remove”.



for the requested permissions.

tResdl  Application Il administrative units ves © Gones or Co
Application  Read all audit fog data Yes @ Grarees
Manage
Application Resd dwectory data e @ Grarees
Cortificates & secrats = Branding
Application  Read al groups © Granted for Ca
© Current D Authentication -
Application  Read icentiy peov )
@ curent Certficates & secrets
Application  Read allidentity risk event information Yes °
m
application allidentity rsky user information °
APl permissions
Application  Read allidentity user flows. Yes @ Granted for Cox
@ Expose an Pl
Application  Read crganization information Yes © Granted for Contose
. Cwners

Application  Read your organizaticn's pof es © Granted for

& Foles and administrators (Preview)

Appiication Read all sage reparts ves © Gonesfor

<t Applicaion  Read all irectory RBAC setti

Support + Troubleshooting

Application  Read your organization

urity actions Yes

& Troubiashesting Application  Read your organization's securty events ves
& New support request Sites Sead A Apphcation  Read items in ail site colie Ye:
wokkefsetReadA Apphcation Read Irust ramewark key
Useresd Al Appication Read alusers full profles
Sites FullControl All Application  Have full control of all site collections Yes © Granted for Conteso - =
Remove permission
Resd Application llections © Granted for Cor
Revoke sdmin cansent
reResd. application  Read mansged metadata ves © Granted for C 1
"™ Appicaton Read userprofiles s © can
- Microsoft Assessments | APl permissions =
P search (Ctrl+/) « O Refresh
B oveniew Revoke admin consent
& Quickstart Are you sure you want to revoke admin consent for Office 365 SharePoint Online — Sites.FullControl.All for Microsoft Assessments?
# Integration assistant (preview) L
[ o [T
Manage
Directorv.Read All Aoolication  Read directorv data Yes @ Granted for Contoso ™

9. To remove “Sites.FullControl.All" permissions, within APl permissions, scroll to bottom under
SharePoint category of permissions, select the ellipsis(...) on the right corresponding to
“Sites.FullControl.All" and click “Remove permission” and confirm prompt “Yes, remove".

- Microsoft Assessments | APl permissions %

[ £ search (ctri+p | « ) Refresh
I8 overview 0 .
uccessfully granted admin consent for the requested permissions.

& Quickstart
# Integration assistant (preview) AdministrativeUnitRead.All  Application  Read all administrative units Yes Granted for Contoso

Auditlog.Read All Application  Read all audit log data Yes Granted for Contoso
Manage

Directory.Read All Application  Read directory data Yes Granted for Contoso
= sranding

Group Read All Application  Read all groups Yes Granted for Contoso
D Authentication

IdentityProvider.Read.All Application Read identity providers Yes Granted for Contoso

Certificates & secrets

IdentityRiskEvent.Read All Application  Read all identity risk event information Yes Granted for Contoso o
11! Token configuration

IdentityRiskyUser.Read All Application Read all identity risky user information Yes Granted for Contoso see
- AP| permissions

IdentityUserFlow.Read All Application  Read all identity user flows Yes Granted for Contoso

& Expose an AP

Q0 0000000000000 o0oO0

Organization.Read.All Application  Read organization information Yes Granted for Contoso B
. owners
PolicyRead All Application Read your organization's policies Yes Granted for Contoso e
% Roles and administrators (Preview)
ReportsRead All Application  Read all usage reports Yes Granted for Contoso
B Manifest
RoleManagement Read Directc Application Read all directory RBAC settings Yes Granted for Contoso
Support + Troubleshootin
oy i SecurityActions.Read All Application Read your organization's security actions Yes Granted for Contoso s
& Troubleshooting SecurityEventsRead All Application Read your organization's security events Yes Granted for Contoso
& New support request Sites.Read.All Application  Read items in all site collections (preview) Yes Granted for Contoso
TrustFrameworkKeySetRead A Application  Read trust framework key sets Yes Granted for Contoso
User.Read Al Application  Read all users’ full profiles Yes Granted for Contoso
 SharePoint (4)
Sites.FullControl All Application Have full control of all site collections Yes 4\ Not granted for Contoso
Remove permission
Sites Read.All Application  Read items in all site collections Yes @ Granted for Contoso
TermStoreRead All Application Read managed metadata Yes @ Granted for Contoso
User.Read All Application Read user profiles Yes @ Granted for Contoso

- Microsoft Assessments | APl permissions =

2 search (Ctrl+/) « O Refresh

# overview Remove permission

& Quickstart
Are you sure you want to remove Office 365 SharePoint Online - Sites.FullControl.All from the configured permissions for Microsoft Assessments?

Cancel |

Integration assistant (preview)

2

B Deandina




\ SharePoint (3)

Sites.Read All Application  Read items in all site collections Yes @ Granted for Contoso
TermStore.Read Al Application Read managed metadata Yes @ Granted for Contoso
User.Read All Application Read user profiles Yes @ Granted for Contoso

10. Ensure final permissions of the SharePoint category looks like the above permissions list after
revoking and removing “Sites.FullControl.All" permission.



Install Prerequisite Cmdlets

The Azure AD Preview Module is supported on the following Windows operating systems with the default version
of Microsoft .NET Framework and Windows PowerShell: Windows 8.1, Windows 8, Windows 7, Windows Server
2012 R2, Windows Server 2012, or Windows Server 2008 R2.

If your computer has all the prerequisites for the installation, the module can be installed with the InstallModule
cmdlet via PowerShell 5.0 or greater while Run as Administrator:

Set-ExecutionPolicy -ExecutionPolicy RemoteSigned

Install-Module MSOnline

Install-Module Microsoft.Graph

Install-Module —-Name Microsoft.Online.SharePoint.PowerShell —AllowClobber -Force
Uninstall-Module SharePointPnPPowerShellOnline -Force -AllVersions
Install-Module PnP.Powershell -AllowClobber -Force

Import-Module MSOnline -Verbose

Import-Module Microsoft.Graph -Verbose

Import-Module PnP.Powershel -Verbose

Import-Module Microsoft.Online.SharePoint.PowerShell -Verbose

Setting up the SharePoint Online Assessment

On the designated data collection machine, complete the following:

1. Create the working directory for the Assessment data. i.e. C:\SPOAssessment

i * This PC » Windows (C) »
1 Mame Date modified Type
33
P PerfLogs 91552018 3:33 AM File folder
Program Files 3232019 2:33 PM File folder
= ol Program Files (x36) 32272019 729 PM File folder
k= *_ SPOAssessment 3/23/2019 10:34 PM  File folder

2. Open the Windows PowerShell command prompt as an Administrator

Tasks

% Run as Administrator I

Run ISE as Administrator
' Windows PowerShell ISE

Windows PowerShell

o Unpin this program from taskbar




3. Run the following command:

o Where <Directory> is the path to an existing directory used to store the files created while collecting and
analyzing the data from the environment.

Add-SharePointOnlineAssessmentTask -WorkingDirectory <Directory>
Example:

Add-SharePointOnlineAssessmentTask -WorkingDirectory “C:\SPOOA”

PS C:\windows\system323 Add-SharePointOnlineAssessmentTask

cmdlet Add-SharePointOnlineAssessmentTask at command pipeline position 1

Supply values for the following parameters:

Type !? for Help.)

ScheduledTaskUsername: Administrator

ScheduledTaskPassword: ****¥**iixx

[SharePointOnlineAssessment JPerforming Credentials Validation

[SharePointOnlineAssessment ]Detected agent configuration for Management Group AOI-b88c58fa-fl6f-4bdc-adc4-829bb231flea

[SharePointOnlineAssessment][2812]To start an SharePointOnlineAssessment the Administrator user must have the 'Log on as
a batch job' right. Please verify using Local Security Policy manager.

[SharePointOnlineAssessment ]Creating Windows Schedule task to run assessment...

[SharePointOnlineAssessment]Task Creation Successful

[SharePointOnlineAssessment ]SharePointOnlineAssessment setup successful.

[SharePointOnlineAssessment ]Detailed log is at: C:\Users\Administrator\AppData\Local\Temp\Assessments_Configuration_2019
1008_041053.1o0g

[SharePointOnlineAssessment][2804]To receive continued assessment updates, please close this Powershell window

4. You will be promoted to enter an account that will be able to run a scheduled task on the Tools machine. Supply
the required user account credentials to tun the Scheduled Task. These credentials are used to run the
SharePoint Online Assessment.

Note:

1. The account used to setup the assessment task needs to be a local admin in the Tool Machine, it
can a local account or a Domain account with full admin right on the Tool Machine. if using local account
just enter the account name and password, if using a domain account use the format Domain\Account.

2. Ensure that when setting up the assessment task, the account that will be used to run the scheduled
task is the account that is used to log in and setup the assessment task.

5. The script will continue with the necessary configuration. It will create a scheduled task that will trigger the data
collection.

6. Data collection is triggered by the scheduled task named SharePointOnlineAssessment within an hour of
running the previous script and then every 7 days. The task can be changed to run on a different date/time or
even forced to run at once.

7. You can confirm the Task is created in Task Scheduler and you can “Right Click” on the Task to Run it.

Name Status Triggers Next Run Time Last Run Time Last Run Result Author Created
[€] sherePointO... Run... At11:44 PM every Saturday of eve siaica Qi) 3/23/2019 11:4400 PM _11/30/1999 12:00:00 AM _The task has not yet run. (0x41303) PGERMAGSIVM\Administrator _3/23/2019 10:44:46 PM
v [] Operations Management Suite N
v (] AOI-5ed91798-7581-dec1-8c87-efafca End
v [ Assessments Disable

" SharePointOnlineAssessment Export...
Windows

Properties
XblGameSave

Delete




8. During collection and analysis, data is temporarily stored under the WorkingDirectory folder that was configured
during setup, using the following structure:

3 Quick access
I Desktop
4 Downloads
=] Documents
&= Pictures

[ This PC

=¥ Network

Share View

> ThisPC[) Windows (C:) » SPOAssessment > SharePointOnlineAssessment > ]

~

Name
2621427
Logs

OmsAssessment

L 2R TR TR 0

run.cmd

i:l new.prerequisites.789653db-74ca-4b64-9...
D new.processingmodel.789653db-74ca-4b...
D new.rawdata.789653db-74ca-4b64-975a-...
Ij new.recommendations.789653db-74ca-4...
D new.trace.789653db-74ca-4b64-975a-197...

Date modified

972019 10:27 AM
19 10:27 AM
2019 10:27 AM

/19/2019 10:28 AM
/2019 10:28 AM
2019 10:28 AM
2019 10:28 AM
/1972019 10:26 AM

© VLYY Yw

w oo

Type

File folder

File folder

File folder
ASSESSMENTSPO...
ASSESSMENTPM ...
ASSESSMENTSPO...
ASSESSMENTSPO...
ASSESSMENTTRA...

Windows Comma...

Size

2KB
108 KB
8KB
152 KB
1,097 KB
1KB

9. After the completion of the task, you can Verify the XML files are created under the DataModel folder,

Share

View

4 SPOAssessment > SharePointOnlineAssessment >

| v

A

830, DataModel > 0365Tenant_0365 Sharepoint Service
ate modified

/2019 10:49 PM
/2019 10:49 PM
3/2019 10:49 PM

Type

XML Document
XML Document

XML Document

Size
1KB

2KB
3 KB

/2019 10:49 PM

XML Document

357KB|

201910:49 PM
/2019 10:49 PM
2019 10:49 PM
2018 10:49 PM

XML Document
XML Document
XML Document
XML Document
XML Document
XML Document

Documents
& Downloads
D Music

[&] Pictures

I Videos

‘i Windows (C:)

== products (\\produc

[J Name

s Quick access
B Desktop P ] 20190323_104905.00000003
] 20190323_104907.00000004
W Downloacss, 3 =] 20190323_104911.00000005
Documents:  # =/ 20190323_104913.00000006
=] Pictures # <) 20190323_104918,00000007
b Music =] 20190323_104920.00000008
B videos 1] 20190323_104922.00000009
] 20190323_104924.00000010
W Onelirve ] 20190323_104926.00000011
B This PC ] 20190323_104928.00000012
_-J 20 Objects =] 20190323_104928.00000013
B Desktop | 20190323 _104930.00000014

2] 20190323_105015.00000015
20190323_105016.00000016
20190323_105018.00000017

A

i

XML Document
XML Document
XML Document
XML Document
XML Document

TKE
2KB
19KB
6KB
1KB
6KB
1KB
87KB
1KB
10KB
2KB

10. You will notice under the SharePointAssessment folder a file with prefix of “new”

“— v 1N > ThisPC > Windows (C:) > SPOAssessment > SharePointOnlineAssessment v O
Name Date modified Type Size
3 Quick access
2472258 9/4/2019 6:58 PM File folder
I Desktop » -
Logs 9/4/2019 6:58 PM File folder
& Downloads. OmsAssessment 9/4/2019 6:58PM____ File folder
Documents # | 7] new.prerequisites.3c3209bf-5f9f-4759-88...  9/4/2019 6:58 PM ASSESSMENTSPO... 2KB
[&=] Pictures » [ 7] new.processingmodel.3c3209bf-5f9f-475...  9/4/2019 6:59 PM ASSESSMENTPM ... 108 KB
[ This PC [_—] new.rawdata.3c3209bf-5f5f-4759-88¢ca-52... 9/4/2019 6:59 PM ASSESSMENTSPO... 8KB
— E] new.recommendations.3c3209bf-5f9f-47...  9/4/2019 6:59 PM ASSESSMENTSPO... 152 KB
:’ Network E] new.trace.3c3209bf-5f5f-4759-88ca-5216f... 9/4/2019 6:59 PM ASSESSMENTTRA... 1,103 KB
- =T run 97472019 &S5 DMy Windows Comma... TKB

Search SharePointOnlineAsse...

11. After data collection and analysis is completed on the tools machine, it will be submitted to your Azure Log
Analytics Workbooks.

r



12. Your assessment results will be available to view on your Service hub Dashboard. Click the SharePoint Online

Assessment and click on “View All Recommendations” to review:

2

Data Collection
Servers

SharePoint Online Assessment

High priority
recommendations

3

Low priority
recommendations

52

0

Passed checks

12

Resolved Recommendations

3 View all Recommendations
il Remove Assessment
@ Download Executive Summary

@ Download All Recommendations

13. You will then be presented with findings grouped by the focus area.

Prioritized Recommendations

\4)

R search

Recommendation N
Review why Active Directory Forest Discovery is disabled
Review the implementation of proper antivirus exclusions
Review why Active Directory Forest Discovery is disabled

Review the implementation of proper antivirus exclusions

Set Max Server Memory for SQL Server to an appropriate ...

Set Max Server Memory for SQL Server to an appropriate ...

Consider enabling Azure Monitor base monitoring.

Consider enabling Azure Monitor base monitoring.

Investigate why no Distribution Point Groups are found in...

Investigate why a maintenance task has failed to complet...

Reconfigure the Max server memory setting appropriatel...

FocusArea

Upgrade&comm& Migration and Deplo 2
Upgrade&comm& Migration and Deplo
Upgrade, Migration and Deployment
Upgrade, Migration and Deployment
Performance and Scalability
Performance and Scalability

Operations and Monitoring

Operations and Monitoring
Upgrade&comm& Migration and Deplo
Operations and Monitoring

Upgrade&comm& Migration and Deplo

4 >

Upgrade&comm& Migration and Deployment

32

32



Appendix
Data Collection Methods

The Office 365 SharePoint Assessment uses multiple data collection methods to collect information from your

environment. This section describes the methods used to collect data from your environment. No Microsoft Visual Basic
(VB) scripts are used to collect data.

Data collection uses workflows and collectors. The collectors are:

1. Microsoft Graph API
2. Microsoft PowerShell

3. SharePoint Modernization Scanner

Microsoft Graph API
The Microsoft Graph API is used to get data pertaining to Office 365 Secure Score.

Microsoft PowerShell

PowerShell is used to collect data from both Azure AD and Office 365. PowerShell uses the cmdlets from Azure
PowerShell, SharePoint Management Shell and Patterns and Practices PnP) cmdlets to connect to and pull the required
configuration settings pertaining to the tenant.

SharePoint Modernization Scanner
SharePoint Modernization Scanner under the covers uses SharePoint Online CSOM to collect site level configurations
which will be used for analysis and recommendation towards modernizing the sites. By default, the scanner collects data

only from classic sites on the tenant. If you have a need to report more than just classic sites, you can configure custom
csv input file with list of site URLs for the scanner to collect data from.

Setting up Custom Input File for the scanner (Optional):

e By default, when you run the OnDemand Assessment first time, this will create a
“SPOModernizationScannerData” folder under working directory (e.g.: C:\ODA_SPO5) you configured for
SharePoint Online Assessment task creation under the scheduler. In the example below, “C:\ODA_SPO5” is the
working directory for SharePoint Online Assessment.

This PC » Windows (C:) > ODA_SPOS5 » v O Search ODA_SPO5
A Name » Type Size
SharePointOnlineAssessment File folder
SPOModernizationScannerData File folder

* Inside the “SPOModernizationScannerData” folder, you will see that “SPOScannerDefaultinput.csv” file is
generated every time when data collection starts from Task Scheduler manually or as scheduled.

This PC > Windows (C:) » ODA_SPO5 » SharePointOnlineAssessment > SPOModernizationScannerData v O
& Name \ Date modified Type Size
[55] SharePoint.Modernization.Scanner.exe 11/19/2020 9:47 PM Application 15,034 KB
| SPOScannerDefaultinput.csv 11/19/2020 9:46 PM CSV File 1KB

e SPOScannerDefaultinput.csv contains classic site URLs within the tenant. This will be used by the SharePoint
Modernization Scanner tool by default for scanning.



* If you wish to change to different list of sites to scan, you can make a copy of the SPOScannerDefaultinput.csv or
create your own file with list of URLs with the name: SPOScannerCustomlInput.csv like the following:

lhisPC » Windows (C:) » ODA_SPO5 » SharePointOnlineAssessment > SPOModernizationScannerData v O
~
P IS Name Date modified Type Size
[5] SharePoint.Modernization.Scanner.exe 11/19/2020 9:47 PM Application 15,034 KB
4 SPOScannerCustomInput.csv 11/19/2020 9:46 PM CSV File 1 KB
| SPOScannerDefaultinput.csv 11/19/2020 9:46 PM CSV File 1KB

* If you want your assessment to start the first time with custom list of sites for scanner to use, you will have to
create the “SPOModernizationScannerData” folder manually and place the custom csv file with filename you see
on the previous step as SPOScannerCustominput.csv.

e  Sample of SPOScannerCustomlInput.csv files will look like the following:

| SPOScannerCustominput.csv - Notepad

File Edit Format View Help
https://contoso.sharepoint.com/sites/clssitel
https://contoso.sharepoint.com/sites/Classic3
https://contoso.sharepoint.com/sites/modernsites
https://contoso.sharepoint.com/sites/Hﬂ

Office 365 Assessment — Authentication Model
The Office 365 Assessment collects data using 2 methods:

1. Microsoft Graph
2. PowerShell Cmdlets
3. SharePoint Modernization Scanner

Graph API

The assessment connects to and extracts data form Microsoft Graph using an App created in Azure. The App is granted
read permissions using OAuth. The data collection machine will have a certificate which is used to connect to the Azure
App, which in turns gets the data from Microsoft Graph.

During the setup of the assessment, a Global Admin is required in order to create the App and grant it the relevant Read
permissions so that it can query Microsoft Graph.

Once the setup is completed this part of the assessment will collect data with the App via the certificate with no account
requirement. The App has only read access, which helps collect data using a least privileged model.

PowerShell Cmdlets
The assessment also collects data from Office 365 using the following cmdlets:

e Azure AD cmdlets
¢ SharePoint Online cmdlets

* SharePoint Online PnP cmdlets
Whilst these cmdlets currently support modern authentication to login, they are designed to run manually. This means
the support of Modern Authentication is handled for accounts with MFA by a prompt to handle the authentication.



The assessment collects the data in an automated manner via a scheduled task. As this data collection is designed to run
autonomously no prompts are generated. This causes an issue with account having MFA enabled, as when authenticating
the account prompt for MFA does not appear and thus account cannot authenticate.

We are currently working with the PG on cmdlets that will support OAuth. With cmdlets that fully support OAuth we can
use the Azure App to authenticate the requests made from the cmdlets. In doing so this will remove the requirement to
use a Global Admin account, as well as the current requirement to use an account that does not have MFA.

SharePoint Modernization Scanner

SharePoint Modernization Scanner tool uses Azure AD App based authentication using OAuth authentication mechanism.
As mentioned previously, SPO Scanner will by default will use only Sites.Read.All API permissions of Azure AD App for
collection. Optionally, if you need to collect workflow related data, you will need to provide the Azure AD App,
Sites.FullControl.All.

SharePoint Modernization Scanner will also be downloaded automatically using .NET web client when assessment is run
the first time. After the first time run, the scanner version check will happen every time the assessment is run. Scanner
check will ensure to check the version and download the latest only if the current version is not latest.

Download is performed the GitHub repository of the SharePoint Modernization Scanner. As you can see, we use only
https endpoints for the downloads and on top of that we also ensure the SHA512 bit checksum matches to ensure data
integrity and security.

View Prerequisite Errors
You can check the event viewer to view errors pertaining to prerequisites.

@ Event Viewer (Local) Operational Number of events: 9

ﬁ- Custom Views

w Windows Logs Level Date and Time Source EventID Task Category 2
v [ Applications and Services Lo @Infurmation 3/2/2019 4:32:54 AM Prerequisites 1100 SuccessRate_Success
f&] Hardware Events @3 Information 3/2/2019 4:32:44 AM Prerequisites 1200 MVE_Success
5] Internet Explorer ‘@‘ Error 3/2/2019 2:18:22 AM Prerequisites 1101 SuccessRate_Failed

] Key Management Service || (i) Information 3/2/2019 2:18:08 AM Prerequisites 1200 MVE_Success

b Microsoft Error 3/1/2019 8:30:00 AM Prerequisites 1101  SuccessRate_Failed
| AppV Information 3/1/2019 8:29:50 AM Prerequisites 1200 MVE_Success

v L Assessments Error 3/1/2019 7:34:26 AM Prerequisites 1101 SuccessRate_Failed
v ] Prerequisites Information 3/1/2019 7:34:12 AM Prerequisites 1200 MVE_Success

£ Operational Ercor 3/1/2010 7:30:25 AM Prerequisites 1201 MVE Failed v

User Experience Virtu) i —§
B Y Bvent 1100, Prerequisi X
| Microsoft-Automation General Details

| Microsoft-SMA
f=] Operations Manager
5] VMAS Agent
] Windows PowerShell
-4 Subscriptions

Prerequisite success rate: 100.0%



https://github.com/pnp/sp-dev-modernization/tree/master/Tools/SharePoint.Modernization/Releases
https://github.com/pnp/sp-dev-modernization/tree/master/Tools/SharePoint.Modernization/Releases

