Office 365 Exchange Assessment:
Prerequisites and Configuration

Office 365 Exchange Assessment: Prerequisites and Configuration

This document explains the required steps to configure the Office 365 Exchange Assessment included with your Microsoft Azure Log
Analytics Workspace and Microsoft Unified Support Solution Pack.

! Important: There are configuration and setup tasks to be completed prior to executing the assessment setup tasks in this document.
For all prework, follow the Assessment Setup Guide from the Services Hub Resource Center.
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This document was last updated on April 18th, 2023. To ensure you have the latest version of this document, check here:
https.//go.microsoft.com/fwlink/?linkid=874965
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System Requirements and Configuration at Glance
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According to the scenario you want to use, review the following details to ensure that you meet the necessary

requirements.

Supported Versions

Office 365 tenant (AzureCloud, AzureChinaCloud, AzureGermanCloud, AzureUSGovernment)

For Hybrid evaluation, Exchange Servers must run Exchange Server 2010, Exchange Server 2013, or Exchange Server
2016.

Environment Permissions

User account rights:

o A domain or local account with the following rights:
0 Local Admin access on the data collection machine
o An Office 365 (Azure AD Account) with the following properties
0 Global Administrator for the Assessment Application setup (1-time setup)
0 Global Reader for data collection
0 Non-Federated

0 MFA s supported

Data Collection Machine

A data collection machine running the Office 365 Exchange Assessment requires computers running Windows
Server 2016 or Windows 10.

The data collection machine can be joined to a domain or standalone

Data collection machine hardware: Minimum 16 gigabytes (GB) of RAM, 2 gigahertz (GHz dual-core processor,
minimum 10 GB of free disk space.
o Depending on the size and complexity of your environment, you will need to increase the total amount of RAM to
ensure that the data collection is successful and completes in a timely manner.

Microsoft .NET Framework 4.8 or newer installed o Download from: Download .NET Framework 4.8 | Free official

downloads (microsoft.com)

Antivirus and any other type of Security software need to be configured to exclude Assessment related files, file
types, working directory folders and process (Omsassessment.exe) to avoid process termination, blockage and
alerts. Add an exclusion to Windows Security

The CLR version on the data collection machine should be using .NET 4.0 or greater. This can be verified by running
$PSVersionTable.CLRVersion in the PowerShell prompt

Install the Exchange Online PowerShell module from https://aka.ms/exomodule
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* Install MSOnline and CredentialManager PowerShell modules:

1. Open a PowerShell session with Administrator privileges
On the shell type the following command: Install-Module MSOnline -Verbose -AllowClobber -Force

On the shell type the following command: Install-Module CredentialManager

oW

On the shell type the following command: Import-Module MSOnline

«  Set up the Azure AD Application for Graph API authentication.

1. Open a PowerShell session with Administrator privileges
Ensure that running of scripts is permitted on the machine: Set-ExecutionPolicy RemoteSigned

Run the following cmdlet: New-MicrosoftAssessmentsApplication

M won

This will prompt for Office 365 Administrator credentials (Global Administrator)

Sign in to your account

B® Microsoft

Sign in

The provider 'nuget \
nuget may be manually .5.208.d11 and
stalled

5. Enter the credentials for the Administrator account to be used to create the app in Azure

6. Once the credentials are entered the application will be created, the AzureAD Preview PowerShell module
installed as well as other prerequisites verified.

@ 2023 Microsoft Corporation



7. There will be an admin consent prompt for a number of read permissions, accept these permissions for
the app to continue.

: ) 0365Admin & S&C [V AzureAD A Azre [ inune [

Review for your organization

B Microsoft Assessments

APE
This application is not published by Microsoft.

This app would like to:

tems in all site collections

d directory data

\/ Read all groups

all usage reports
v Read all access reviews

v all audit log data

all users’ full profiles

kead all identity risky user information
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8. Once everything is complete the Azure Portal will be opened and the PowerShell output will state that the
Azure AD Application has been successfully created:

EN Administrator: Windows PowerShell = O X

dows PowerShe
opyright (C) 2016 Microsoft Corporation. All rights reserved.

PS C:\Users\judtest> New-MicrosoftAssessmentsApplication
his script is run as an Administrator

PowerShell Version 5.1.14393.2608

Latest .Net version installed 4.7.3062

PowerShellGet is installed - Version 1.0.0.1

he provider 'nuget v2.8.5.208' is not installed.
nuget]Tay be manually downloaded from https://oneget.org/Microsoft.PackageManagement.NuGetProvider-2.8.5.208.d11 and
installed.
Would you like PackageManagement to automatically download and install 'nuget’' now?
[Y] Yes [N] No [S] Suspend [?] Help (default is "Y"): Y
Nuget provider installed - Version 2.8.5.208
No AzureAD PowerShell module installed
Installing AzureADPreview PowerShell module
PowerShell module AzureADPreview installed - Version 2.0.2.5
Successfully connected to M365x802575.onmicrosoft. com
enantID c4c5243a-el22-48cl-a51f-c2edef214e6c
reating Microsoft Assessments AAD Application in tenant M365x802575.onmicrosoft.com with TenantId c4c5243a-el22-48cl-a5
1f-c2edef214e6cC ...
AAD Application created - ApplicationId 40ffdd7e-f7cc-4655-9ec4-f324069Tb010
reating AAD Service Principal ..
AAD Service Principal created - ObJectId 02c6T491-220c-4b31-ale2-dedb37216ef5
reating Certificate.
ertificate created - Thumbpr1nt 159FE915BC5B22FC450F5FD695A8C17C801C3277 Expiration 2019-12-13 04:21:16Z
reating AAD Application Key Credential.
reated Key Credential KeyIdentifier 001 EndDate 2019-12-13 04:21:16Z
Setting MS logo for AAD application
Granting AAD application read-only access to AD
Getting Graph application
Assigning Graph roles to AAD application
Waiting for the AAD application to be ready (30 seconds)...
Granting admin consent...
We are opening a browser page for you to provide the admin consent for this application.
If you receive error AADSTS700016, wait a few seconds and refresh the page

9. If you encounter issues with setting up the Assessment Application, for example if you do not receive an
authentication prompt please refer to the troubleshooting section in the appendix.

The data collection machine must be able to connect to the Internet using HTTPS to submit the collected data to

your log analytics workspace. This connection can be direct, or via a proxy.
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Setting up the Office 365 Exchange Assessment

When you have finished the configuration of the Azure Arc enroliment/Azure VM Extension and completed the Microsoft

Assessment Application setup, you are ready to setup the Office 365 Exchange Assessment

IMPORTANT: Although MFA is supported for the data collection account, when it is enabled automatic data collection

cannot occur as an administrator would need to respond to the MFA prompts. If you choose to use MFA for the data
collection account, you must manually collect data from Office 365 via a PowerShell script. See step 9 below for more

information.
On the designated data collection machine, complete the following:

1. Note the following information:

o Credentials for scheduled task account (local admin account & the currently logged on

user) o Credentials for Office 365 Tenant (Global Reader credentials on Office 365) o

Create an Assessment Working directory, for example, C:\EXOA

2. Open the Windows PowerShell command prompt as an Administrator

Tasks

£ Run as Administrator

“% Run ISE as Administrator

% Windows PowerShell ISE

EN Windows PowerShell

o Unpin this program from taskbar

3. Define the credentials for the assessment to use and the working directory by entering the following commands:

$scheduleTask = Get-Credential #Account to setup and Run Scheduled Task
$0ffice365EXOCred = Get-Credential #Account used to connect to Office 365
$dir = "C:\EXOA" #The location for the working directory e.g. "C:\EXOA"
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PS C:\exoa> $scheduleTask Get-Credential
cmdlet Get-Credential at command pipeline position 1

Supply values for the following parameters:
Credential

Enter your credentials.

User name: ; L 4]

Password: |

Cancel

Note: The credentials used for $ScheduleTask must be those of the current logged on user

Depending on whether you are using MFA for the Global Reader account run the appropriate command below to

add the assessment:

MFA Enabled
Add-ExchangeOnlineAssessmentTask -WorkingDirectory $dir -ScheduledTaskUsername

$scheduleTask.username -ScheduledTaskPassword $scheduleTask.password

MFA Disabled
Add-ExchangeOnlineAssessmentTask -WorkingDirectory $dir -0365ExchangeUsername

$0ffice365EXOCred.username -0365ExchangePassword $0ffice365EXOCred.password -
AADUsername $0ffice365EXOCred.username -AADPassword $0ffice365EXOCred.password -
ScheduledTaskUsername $scheduleTask.username -ScheduledTaskPassword $scheduleTask.password

PS C:\exoa> Add-ExchangeOnlineAssessmentTask
Office36 _red.password - $0Fffice365EX0Cred.username $0
eduleTask.username T cheduleTask.password

F1ce365EXOCred . username

.password
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PS C:\exoa> Add-ExchangeOnlineAssessmentTask

$C E pa rd $0 365EXCCred.username g
.password 3 dul <.username $schedl sk .password
[ExchangeOnlineAssessment JPerforming Credentials Validation
[ExchangeOnlineAssessment ]JGetExchangeOnlinePSSession
[ExchangeOnlineAssessment][2809]The specified AAD Credentials have been saved in the WindowsCredentialManager store fo
r user: krwilson
[ExchangeOnlineAssessment][2809]The specified ExchangeOnline Credentials have been saved in the WindowsCredentialManag
er store for user: krwilson
[ExchangeOnlineAssessment ]Detected agent configuration for Management Group AOI-91813F69-552f-42ca-96F5-26588a2b48be
[ExchangeOnlineAs sment][2812]To start an ExchangeOnlineAssessment the krwilson user must have the 'Log on as a batc
h job' right. Please verify using Local Security Policy manager.

[ExchangeOnlineAssessment]Creating Windows Schedule task to run assessment...

[ExchangeOnlineAssessment]Task Creation Successful

[ExchangeOnlineAssessment ]JExchangeOnlineAssessment setup successful.

[ExchangeOnlineAssessment ]Detailed log is at: C:\Users\krwilson\AppData\lLocal\Temp\Assessments_Configuration_Exchange0
nlineAssessment_20200205_111038.log

[ExchangeOnlineAssessment][2804]To receive continued assessment updates, please close this Powershell window

PS C:\exoa>

5. The script will continue with the necessary configuration. It will create a scheduled task that will trigger the data
collection.

6. Add the On-Premises User to the local Security Policy to allow the user to log on as batch job:

o Open gpeditmsc o Navigate to Computer Configuration\Windows Settings\Security

Settings\Local Policies\User
Rights Assignment o Right click on "Log on as

batch job" and select Properties o Click "Add User or Group"

and include the relevant user.

7. Modify the User Profile Service Setting:
o Open gpedit.msc

o Navigate to Computer Configuration->Administrative Templates->System-> User Profiles o
Open to setting "Do not forcefully unload the user registry at user logoff” and change from

“Not Configured” to “Enabled”
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8. Data collection is triggered by the scheduled task named ExchangeOnlineAssessment within an hour of running

the previous script and then every 7 days. The task can be modified to run on a different date/time or even forced
to run immediately.

L

File Action View Help

== 7

4
4

b

m| Him
() Task Scheduler (Local)

4 [ Task Scheduler Library
4 | Microsoft

Operations Management Suite
| AOI-525dcc4a-4ff0-4973-afaa-e9ceal
4 Assessments

_| ExchangeOnlineAssessment

L AOI-9d815f11-664c-4853- babd-9abba
b 1 Windows

Task Scheduler
Name Status  Triggers Next Run Time Last Run Time  Last Run Result  Author Created
L FxchangeOnlineAssessment Ready At 8:32 AM every Tuesday of every week, starting 9/18/2018  9/18/2018 8:32:00 AM  Never exchadmin 9/18/2018

For guidance and details on working with assessment results, visit Working with Assessment Results in the Services Hub

Resource Center.

9. If MFA is in use for the data collection account, you must also manually collect data from Office 365 as often as you
require. This collection is performed by running the following PowerShell script:

C:\EXO0A

| -- ExchangeOnlineAssessment
| -- [Numbered Folder]

|-- Temp

| -- Exchange.0365

| -- EXO_Master.psi

NOTE: This folder will only be available after the scheduled task has been run once.

You will need to enter the credentials for the Office 365 account and respond to the MFA prompt. Once the
PowerShell script has completed rerun the Scheduled Task to refresh the collected data.

Appendix

Data Collection Methods

The Office 365 Exchange Assessment uses multiple data collection methods to collect information from your environment.
This section describes the methods used to collect data from your environment. No Microsoft Visual Basic (VB) scripts are

used to collect data.

Data collection uses workflows and collectors. The collectors are: Microsoft

Graph API

Microsoft Exchange Online PowerShell
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Microsoft Graph API
The Microsoft Graph API is used to get data pertaining to Office 365 Secure Score.

Microsoft Exchange Online PowerShell

PowerShell is used to collect data from both Azure AD and Office 365. PowerShell uses the cmdlets from Azure PowerShell,
Exchange Online Management Shell and Patterns and Practices PnP) cmdlets to connect to and pull the required
configuration settings pertaining to the tenant.

Office 365 Assessment — Authentication Model
The Office 365 Assessment collects data using 2 methods:

1. Microsoft Graph

2. PowerShell Cmdlets

Graph API

The assessment connects to and extracts data form Microsoft Graph using an App created in Azure. The App is granted read
permissions using OAuth. The data collection machine will have a certificate which is used to connect to the Azure App,
which in turns gets the data from Microsoft Graph. During the setup of the assessment, a Global Admin is required in order
to create the App and grant it the relevant Read permissions so that it can query Microsoft Graph. Once the setup is
completed this part of the assessment will collect data with the App via the certificate with no account requirement. The
App has only read access, which helps collect data using a least privileged model.

PowerShell Cmdlets
The assessment also collects data from Office 365 using the following cmdlets:

*  Azure AD cmdlets
+ Exchange Online cmdlets

Whilst these cmdlets currently support modern authentication to login, they are designed to run manually. This means the
support of Modern Authentication is handled for accounts with MFA by a prompt to handle the authentication. The
assessment collects the data in an automated manner via a scheduled task. As this data collection is designed to run
autonomously no prompts are generated. This causes an issue with account having MFA enabled, as when authenticating
the account prompt for MFA does not appear and thus account cannot authenticate. We are currently working with the PG
on cmdlets that will support OAuth. With cmdlets that fully support OAuth we can use the Azure App to authenticate the
requests made from the cmdlets. In doing so this will remove the requirement to use a Global Admin account entirely, as
well as the current requirement to manually collect the data when using an account that has MFA enabled

Troubleshooting Exchange Online Assessment Setup

General Troubleshooting OnDemand Assessment Guide
https://docs.microsoft.com/en-us/services-hub/health/assessments-troubleshooting
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Office 365 URLs and IP address ranges

Office 365 requires connectivity to the Internet. The endpoints listed in the following article should be reachable

https://docs.microsoft.com/en-us/office365/enterprise/urls-and-ip-address-ranges

New-MicrosoftAssessmentApplication

If there are URL restrictions in place in order to correctly setup the Assessment Application you will need to ensure you whitelist the

following URLs:

URLs

aadcdn.msauth.net:443

az818661.vo.msecnd.net:443

c.urs.microsoft.com:443

go.microsoft.com:443

iecvlist.microsoft.com:443

ieonline.microsoft.com:443

login.microsoftonline.com:443

oneget.org:443

psg-prod-eastus.azureedge.net:443

www.powershellgallery.com:443

Along with above URLs, ensure the following settings are enabled in Internet Explorer as JavaScript needs to run on the page.

G

Bmdmeem e At [ S P  PIE K IR

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

@ ¢ v O

Internet Local intranet  Trusted sites Restricted sites

Local intranet

S Sit
E% This zone is for all websites that are es
- ound on your mtranec.

Security level for this zone

Custom
Custom settings.
- To chanae the settinas. click Custom level.

Security Settings - Local Intranet Zone X

Settings

(O Disable A
(® Enable
() Prompt

=

Scripting

= Active scripting
) Disal
(® Enabl
() Prompt

£

= Allow Programmatic clipboard access
() Disable
(®) Enable
) Prompt

] Allow status bar updates via script
() Disable
(® Enable

= Allow websites to prompt for information using scripted window: G
T\ Nieahla
>

While executing the New-MicrosoftAssessmentsApplication command, you may be prompted to add additional links to trusted sites to allow
the authentication screen to display. These can be added by clicking the “Add” button shown on the popup.
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Prerequisites Error

If you encounter any prerequisites errors, please check for any errors in Event Viewer as shown below:
[ oo ooy |

{2 Event Viewer (Local)
> [ Custom Views

N Windows Logs Level Date and Time Source EventID Task Category iat
v [ Applications and Services Lo| @Ir\fovmaﬂon 3/2/2019 4. Prerequisites 1100 SuccessRate_Success
f&] Hardware Events @ Information 3/2/2019 4: Prerequisites 1200 MVE_Success
§&] Internet Explorer Error 3/2/2019 2: Prerequisites 1101 SuccessRate_Failed
Key Service |f (i i 3/2/2019 2: Prerequisites 1200 MVE_Success
ficrosof Error 3/1/2019 8:30: Prerequisites 1101 SuccessRate_Failed
> 7J AppV Information 3/1/2019 8:29:50 AM Prerequisites 1200 MVE_ Success
vE ’155355"“"‘5 Error 3/1/2019 7:34:26 AM Prerequisites 1101 SuccessRate_Failed
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